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Abstract
It has become almost an article of faith that large, zero-price platforms—
such as Facebook and Google—exercise market power by offering lower levels
of privacy. Yet, a rigorous examination of the assumptions underlying this dataprice analogy is seriously lacking. Even more important, almost no empirical
work has been done in this area. This Article contributes to the debate by filling
these important gaps in the literature. After presenting a theoretical examination
of the relationship between privacy and competition, we provide empirical
evidence on the relationship between market power and privacy. First, using
data from PrivacyGrade.org, we find no relationship between privacy grades
and our proxies for market power. Second, we collected website traffic data from
SimilarWeb and matched it to DuckDuckGo’s privacy ratings for sites in thirtyseven website categories. Again, the data suggest no systematic relationship
between privacy ratings and market concentration. Our theoretical analysis and
empirical results challenge conventional wisdom, suggesting that antitrust is a
poor tool to address perceived privacy problems. Instead, if markets produce
less than optimal levels of privacy, it is likely due to informational problems that
are not based on the level of competition. We suggest that absent specific
allegations on (1) the causal link between conduct and degraded privacy, and
(2) the lack of benefits from increased data collection, antitrust complaints that
merely assert a causal link between privacy reductions and market power should
not survive the Twombly-Iqbal plausibility standard. Further, we conclude that
privacy regulation and competition policy might be complementary, but only in
one direction: consumer protection designed to increase consumer access to
information about firms’ privacy practices—and firms’ ability to credibly
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commit to these promises—may help foster competition over privacy, but the
converse is not true.
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INTRODUCTION
If it seems like privacy and antitrust have been on a collision course
forever, the crash we have all been waiting for has finally happened.1 President
Biden’s recent executive order called out dominant Internet platforms for using
their market power “to gather intimate personal information that they can exploit
for their own advantage,” and called on the Federal Trade Commission (FTC)
to use its competition toolkit to fix the problem.2 In lockstep with this charge,
FTC Chair Lina Khan recently expressed concern that “[m]onopoly power . . .
can enable firms to degrade privacy without ramifications”3 and promised that
the FTC would increase focus on the data practices of dominant digital platforms
because “their scope and size, may present interrelated privacy and competition
concerns.”4 In his confirmation hearings, the newly minted Assistant Attorney
1. See Hendrix, infra note 7.
2. Exec. Order No. 14,036, 86 Fed. Reg. 36,987 (July 9, 2021) at §§ 1, 5(h)(i) (2021).
3. FED. TRADE COMM’N, COMM’N FILE NO. P065401, STATEMENT OF CHAIR LINA M. KHAN REGARDING
THE REPORT TO CONGRESS ON PRIVACY AND SECURITY (2021).
4. FED. TRADE COMM’N, FTC REPORT TO CONGRESS ON PRIVACY AND SECURITY (2021); see also
Jessica Rich et al., FTC Chair Khan’s Vision for Privacy – and Some Dissents, KELLEY DRYE: AD LAW ACCESS
(Oct. 3, 2021), https://www.adlawaccess.com/2021/10/articles/ftc-chair-khans-vision-for-privacy-competitionand-big-tech-and-some-dissents [perma.cc/KS78-57KK] (“Acquisitions that allow dominant digital platforms to
collect and control ever expanding data from consumers or block the development of more secure data protection
policies.”).
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General for Antitrust also promised a heightened consideration of privacy
concerns in competition matters surrounding big tech.5 What is more, privacy
has taken a prominent role in several high-profile antitrust cases against
Facebook and Google on both sides of the Atlantic.6
It seems as if antitrust is in for a serious rethink, with an increased focus
on platforms’ privacy practices.7 On a superficial level this seems right: after all,
if competition can lower prices, it can surely get us more privacy. As often is the
case, however, the reality is more complicated.
Many of the large online platforms that we have all come to rely on—and
which are increasingly in the crosshairs of antitrust authorities around the
world—give their product away and earn money by providing advertisers access
to their customers’ attention.8 In a traditional antitrust case or merger challenge,
the plaintiff typically points to evidence that the conduct at issue is likely to lead
to market or monopoly power, which will become manifest through higher
prices and lower output.9 Yet, when the price is zero and output seems to
continuously grow, how does one apply traditional antitrust analyses?
5. Hearing on the Nomination of Jonathan Kanter to Be Assistant Attorney General of the Antitrust
Division: Hearing Before the S. Comm. on the Judiciary, 117th Cong. 2 (2021) (statement of Jonathan Kanter,
nominee for Assistant Attorney General of the Antitrust Division, in response to questions from Senator
Grassley, Ranking Member, S. Comm. on the Judiciary) (“Effective antitrust enforcement should address the
full range of competitive harm in markets involving the extraction and use of data. These include, among other
things, harms related to privacy, innovation, resiliency of technology infrastructure.”) (emphasis added).
6. See Complaint ¶¶ 173–179, United States et al. v. Google LLC, No. 1:20-cv-03010-APM (D.D.C.
filed Oct. 20, 2020) [hereinafter US v. Google Complaint] (alleging antitrust violations); Complaint for
Injunctive and Other Equitable Relief ¶¶ 169–174, Fed. Trade Comm’n v. Facebook, No. 1:20-cv-03590-JEB
(D.D.C. filed Jan. 13, 2021) [hereinafter FTC v. Facebook Complaint] (alleging antitrust violations); Press
Release, Bundeskartellamt, Bundeskartellamt Prohibits Facebook from Combining User Data from Different
Sources (Feb. 7, 2019), https://www.bundeskartellamt.de/SharedDocs/Meldung/EN/Pressemitteilungen/2019/
07_02_2019_Facebook.html [perma.cc/M8B2-AR6X] (summarizing Case No. B6-22/16 where
Bundeskartellamt imposed far-reaching restrictions on Facebook’s processing of user data); European
Commission Press Release IP/20/2077, Antitrust: Commission Sends Statement of Objections to Amazon for
the Use of Non-Public Independent Seller Data and Opens Second Investigation Into its E-Commerce Business
Practices (Nov. 10, 2020) (discussing European Commission’s preliminary view with respect to Case No. AT40703 that Amazon breached antitrust rules by distorting competition in online retail markets). Recently,
lawmakers in the U.S. House of Representatives have introduced five bills directed at big tech to regulate their
behavior including breaking them up. See Dana Mattioli & Ryan Tracy, House Bills Seek to Break Up Amazon
and Other Big Tech Companies: Legislation Could Force E-Commerce Giant, Others to Split into Two
Companies or Shed Some Products and Services, WALL ST. J. (June 11, 2021, 6:30 PM),
https://www.wsj.com/articles/amazon-other-tech-giants-could-be-forced-to-shed-assets-under-house-bill11623423248 [perma.cc/BXE9-EP6R] (discussing bipartisan legislation to reign in nation’s largest tech
companies).
7. See Justin Hendrix, Biden Administration Announces Broad “Principles for Enhancing Competition
and Tech Platform Accountability”, TECH POL’Y PRESS (Sept. 8, 2022), https://techpolicy.press/bidenadministration-announces-broad-principles-for-enhancing-competition-and-tech-platform-accountability
[perma.cc/L6RK-GANT] (discussing White House “listening session” where Biden administration addressed
need for antitrust legislation to protect, in part, Americans’ privacy).
8. See e.g., Megan Graham & Jennifer Elias, How Google’s $150 Billion Advertising Business Works,
CNBC: TECH (Oct. 13, 2021, 12:52 PM), https://www.cnbc.com/2021/05/18/how-does-google-make-moneyadvertising-business-breakdown-.html [perma.cc/362P-8GSC] (discussing how Google allows ad buyers to seek
out their target audience which in turn contributes to Alphabet’s ad revenue (e.g., In 2020, Alphabet’s total
revenue was nearly $183 billion, roughly $147 billion of which came from Google Ads)).
9. See Thomas G. Krattenmaker et al., Monopoly Power and Market Power in Antitrust Law, 76 GEO. L.
J. 241, 242, 254 (1987) (discussing the legal standards for proving market power and how a firm can achieve
such power by, for example, raising prices above the competitive level or prevent them from falling to a lower
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One tactic has been to train attention on the advertiser-side of the platform,
where prices are positive.10 Another approach, and the focus of this Article, has
been to recast the personal information that these platforms collect as the price
that consumers pay, which ipso facto converts privacy into a key dimension of
competition.11 The theory is simple: if data is the price that we pay for using
these platforms, market power will manifest through lower levels of privacy.12
Although it has become almost an article of faith that zero-price platforms
exercise market power by offering lower levels of privacy,13 rigorous
examination of the assumptions underlying this data-price analogy is seriously

competitive level “by raising its rivals’ costs and thereby causing them to restrain their output (‘exclude
competition’). Such allegations are at the bottom of most antitrust cases in which one firm or group of firms is
claimed to have harmed competition by foreclosing or excluding its competitors.”).
10. See, e.g., Complaint ¶¶ 271–278, 308–331, In re Google Digital Advert. Antitrust Litig., 2022 WL
4226932 (S.D.N.Y. Sept. 13, 2022) (No. 21-CV-6841 (PKC)) [hereinafter Google Antitrust Litig. Complaint]
(alleging federal and state antitrust violations in case that was transferred from the Eastern District of Texas by
Judicial Panel on Multi-District Litigation).
11. See, e.g., MAJORITY STAFF OF H. SUBCOMM. ON ANTITRUST, COM., & ADMIN. L. OF THE COMM. ON
THE JUDICIARY, 117TH CONG., INVESTIGATION OF COMPETITION IN DIGITAL MARKETS: MAJORITY STAFF
REPORT AND RECOMMENDATIONS 18 (Comm. Print 2020) [hereinafter MAJORITY STAFF HOUSE REPORT]
(“Online platforms rarely charge consumers a monetary price—products appear to be ‘free’ but are monetized
through people’s attention or with their data. In the absence of genuine competitive threats, dominant firms offer
fewer privacy protections than they otherwise would, and the quality of these services has deteriorated over time.
As a result, consumers are forced to either use a service with poor privacy safeguards or forego the service
altogether.”).
12. See id. at 51–52 (discussing how market power manifests not through prices charged, but through
platforms’ ability to erode consumer privacy without prompting a response from the market).
13. See, e.g., Complaint ¶ 16, Colorado et al. v. Google LLC, No. 1:20-cv-03715-APM (D.D.C filed Dec.
17, 2020) [hereinafter State AG Complaint] (“In a more competitive market, Google’s search-related monopolies
could be challenged or even replaced by new forms of information discovery. Rival general search engines
would be able to create better services for consumers, including improved privacy . . . .”); FTC v. Facebook
Complaint, supra note 6, ¶ 163 (“The benefits to users of additional competition include some or all of the
following: . . . consumer choice ( . . . the availability, quality, and variety of data protection privacy options for
users, including, but not limited to, options regarding data gathering and data usage practices).”); see also Nathan
Newman, Search, Antitrust, and the Economics of the Control of User Data, 31 YALE J. ON REG. 401, 442 (2014)
[hereinafter Newman, Control of User Data] (discussing how Google’s zero-price business model limits
competition and effectively gives them a monopoly over data collection and sharing); Allen P. Grunes & Maurice
E. Stucke, No Mistake About It: The Important Role of Antitrust in the Era of Big Data, ANTITRUST SOURCE,
Apr. 1, 2015 at 1, 9 (explaining that “[f]irms with market power may provide less privacy protection than firms
in a competitive market.”); John M. Newman, Antitrust in Zero Price Markets: Foundations, 164 U. PA. L. REV.
149, 206 (2015) [hereinafter Newman, Zero Price Markets] (discussing the need for the antitrust enterprise to
heed its congressional mandate and oversee zero-price market competition in order to protect consumer welfare);
Maurice E. Stucke, Should We Be Concerned About Data-Opolies?, 2 GEO. L. TECH. REV. 275, 285–86 (2018)
(explaining that a “data-opolist . . . has the incentive to reduce its privacy protection below competitive levels
and collect personal data above competitive levels.”); Online Platforms and Market Power, Part 3: The Role of
Data and Privacy in Competition: Hearing Before the H. Comm. on the Judiciary Subcomm. on Antitrust, Com.
& Admin. Law, 116th Cong. 4 (2019) (statement of Rohit Chopra, Comm’r, Fed. Trade Comm’n) (“If the internet
were truly competitive, people could vote with their feet and select services that offer privacy and anonymity.”).

No. 2]

ANTITRUST & PRIVACY

347

lacking.14 Even more important, there is almost no empirical work in this area.15
This Article aims to fill these gaps in the literature.
To begin with, we show that while the data-price analogy has superficial
appeal, the relationship between privacy and competition is more complicated
than it first appears. Although there are several weaknesses in the analogy, we
highlight what we believe to be the most important. First, in what has come to
be known as the “privacy paradox,”16 the available empirical evidence suggests
that, although consumers profess to care deeply about privacy, they do not tend
to alter their consumption choices based on privacy concerns.17 There are
various explanations for the privacy paradox, but the underlying cause is
irrelevant—if consumers do not respond to firms’ privacy choices, privacy
cannot be an important dimension of competition.18
Second, it is important to recognize that consumer data is an input into a
larger production process that creates consumer value through greater
customization and more relevant content (including advertisements).19 Because
privacy costs and data benefits work in opposite directions—and because the
demand for privacy and a platform’s product are heterogenous and potentially
correlated in complicated ways—the relationship between data collection and
user demand or consumer welfare is not necessarily negative, unlike in the case
14. Some work, however, has been done in this area. See, e.g., James C. Cooper, Privacy and Antitrust:
Underpants Gnomes, The First Amendment, and Subjectivity, 20 GEO. MASON L. REV. 1129, 1129 (2013)
(identifying major concerns with the inclusion of privacy in antitrust analysis); Michael L. Katz, Multisided
Platforms, Big Data, and a Little Antitrust Policy, 54 REV. INDUS. ORG. 695, 695 (2019) (discussing economics
of antitrust issues raised by multisided platforms’ reliance on user data); see also Erika M. Douglas, The New
Antitrust/Data Privacy Law Interface, 130 YALE L.J. F. 647, 647 (2021) (examining the conflict between privacy
goals and competition law).
15. The only work that we are aware of that empirically examines market power and privacy is a recent
study that finds a generally positive relationship between market concentration and privacy sensitive permissions
for Android apps. See Reinhold Kesler et al., Competition and Privacy in Online Markets: Evidence from the
Mobile App Industry 1 (ZEW, Working Paper No. 19-064, 2019), https://ftp.zew.de/pub/zewdocs/dp/dp19064.pdf [perma.cc/UD4G-5G7Y]; see infra Section III.A for a fuller discussion of Kesler et al.
16. See, e.g., ALEX MARTHEWS & CATHERINE TUCKER, ECON. STUD. BROOKINGS, PRIVACY POLICY AND
COMPETITION 7 (2019) (“The privacy paradox reflects the insight that though consumers often express concerns
about their privacy, they rarely act in ways which are consistent with their stated preferences.”). Notably,
however, the privacy paradox may be—in some cases at least—partly explained by a disconnect between survey
questions and actual context. See, e.g., Alessandro Acquisti et al., The Economics of Privacy, 54 J. ECON.
LITERATURE 442, 477 (2016) (“Attitudes [regarding privacy] are often expressed generically . . . whereas
behaviors (or behavioral intentions) are specific and contextual. Thus, it should not be surprising that the former
may not correlate with or predict the latter.”) (citation omitted).
17. See, e.g., Alastair R. Beresford et al., Unwillingness to Pay for Privacy: A Field Experiment, 117
ECON. LETTERS 25, 25–26 (2012) (finding that almost all buyers were willing to give up more personal
information for a one Euro discount on a DVD and, even without the discount, buyers bought almost equally
between two competing stores with different levels of personal information requirements); Susan Athey et al.,
The Digital Privacy Paradox: Small Money, Small Costs, Small Talk 8–10 (Nat’l Bureau of Econ. Rsch.,
Working Paper No. 23488, 2017) (finding that students were willing to disclose personal contact information
for a small incentive, that is, free pizza).
18. See infra Section II.A for a full discussion.
19. See, e.g., MARC BOURREAU ET AL., CTR. ON REGUL. IN EUR, BIG DATA AND COMPETITION POLICY:
MARKET POWER, PERSONALISED PRICING AND ADVERTISING 37 (2017) (“The first principle is that data are one
input, which is important but not unique, to develop successful applications and algorithms.”); John M. Yun,
Antitrust After Big Data, 4 CRITERION J. ON INNOVATION 407, 418 (2019) (“[F]or the purposes of competition
policy, it is critical to understand precisely why a product is successful. Even in the presence of big data, building
a better mousetrap is the foundational paradigm of competition. The path to a better mousetrap can differ across
markets and within firms in a given market.”).
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of price.20 Further, even monetization of data that generates no direct benefit to
consumers (such as selling to a data broker) will generate marginal revenue
streams that are likely to be passed along to users (directly in the form of lower
prices or indirectly in the form of enhanced content).21
We next turn to the primary contribution of this Article, which is to provide
empirical evidence on the relationship between market power and privacy. First,
we examine data from PrivacyGrade.org, which calculates a privacy “grade” for
each app in the Android App marketplace from 2014–15 and also furnishes
metrics that measure the number of users and app quality.22 These data suggest
no relationship exists between privacy grades and our proxies for market
power—market shares based on Google Play Store categories—and market
concentration—the Herfindahl-Hirschman Index (HHI).23 Our results, however,
reveal a negative relationship between privacy levels and quality ratings,
suggesting a tradeoff between privacy and other dimensions of product quality
that consumers value. Second, we collected website traffic data from
SimilarWeb and matched it to DuckDuckGo’s privacy ratings for sites in thirtyseven website categories.24 Again, the data suggests no relationship between
privacy ratings and market concentration and shares.
Together, our theoretical analysis and empirical results raise serious
questions about the conventional wisdom that digital platforms exercise market
power by reducing privacy levels.25 Thus, while it may be easy to find examples
of large platforms engaging in less-than-ideal privacy practices, our analysis
reveals that this is just as likely to be true for small platforms.26 These small apps
20. See, e.g., Katz, supra note 14, at 707 (“[I]t is not evident that competition promotes privacy or, indeed,
that promoting greater levels of privacy is desirable. There is no general theorem that states that competitive
firms offer higher-quality products than do monopolists or that monopolists undersupply quality. Similarly,
there is no general result stating that a firm with market power undersupplies privacy or that an increase in
competition will lead to an increase in privacy.”).
21. In this context, we can model increased revenue streams from selling consumer data as a reduction in
a firm’s marginal cost. Joseph Farrell, Can Privacy Be Just Another Good?, 10 J. ON TELECOMM. & HIGH TECH.
L. 251, 262–63 (2012).
22. The group behind PrivacyGrade.org is a team of researchers at Carnegie Mellon University. See FAQ,
PRIVACYGRADE, http://privacygrade.org/faq [perma.cc/GG76-BT7B] (last visited Sept. 30, 2022).
23. The HHI of a market is the sum of the squares of each firm’s market share in a particular relevant
market. The upper bound is 10,000 (= 1002) and the lower bound is 0. Herfindahl-Hirschman Index, U.S. DEP'T
OF JUST., https://www.justice.gov/atr/herfindahl-hirschman-index [perma.cc/DPR2-5L39] (last visited Sept. 30,
2022).
24. All data sources are detailed in infra Part III.
25. See MAJORITY STAFF HOUSE REPORT, supra note 11, at 51–52.
26. A casual observation of recent privacy violations at the U.S. Federal Trade Commission, for instance,
reveals a mix of both large and small firms engaging in privacy violations. While this certainly does not disprove
a relationship between privacy and market power, it is consistent with the hypothesis that privacy violations are
not systematically related to market power. See FED. TRADE COMM’N, Privacy and Security Enforcement,
https://www.ftc.gov/news-events/media-resources/protecting-consumer-privacy/privacy-security-enforcement
[perma.cc/7VPY-BHUX] (last visited Sept. 30, 2022) (listing FTC news related to protecting consumer privacy
and security). For example, in 2020, the FTC brought 23 cases related to privacy and security, which include
well-known companies such as Facebook and Zoom and relatively unknown online companies such as
HyperBeard (apps directed at children), Miniclip (mobile and online games), and MyLife.com (online consumer
background reports). See FED. TRADE COMM’N, Cases Tagged with Privacy and Security,
https://www.ftc.gov/legal-library/browse/cases-proceedings (choose “Privacy and Security” from dropdown in
“Consumer Protection Topics”; then choose “Federal,” “Administrative,” and “Process Enforcement” in “Type
of Action”; then type “01/01/2020” in start date; then type “12/31/2020” in end date) [perma.cc/CQ6E-36X6]
(last visited Sept. 30, 2022).
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and websites, however, do not garner the constant attention of regulators,
journalists, and academics.27 In other words, users might have just as much to
fear about the misuse of their data from a gaming app developed in someone’s
basement as one created by King Digital Entertainment (makers of the popular
Candy Crush Saga).
Further, we find a robust negative relationship between app quality (as
measured by consumer ratings) and privacy, which is consistent with firms using
the data they collect to improve their products, either directly (that is, via
customization of a product based on a user’s preferences) or by investing
enhanced revenues from targeted advertising into product development.28
Indeed, this finding is consistent with our theoretical argument that improved
quality is a necessary byproduct of monetization and the key distinction between
reduced privacy and increased price. This result also suggests that if consumers
value the dimensions of quality that are giving rise to higher user ratings more
than they value privacy, it would be rational for firms to focus their competitive
efforts on these dimensions rather than privacy—further casting doubt on any
link between competition and privacy.29
Considering the theory and empirics we present, we suggest that absent
specific allegations on (1) the causal link between conduct and degraded privacy,
and (2) the lack of benefits from increased data collection, antitrust complaints
that merely assert a causal link between privacy reductions and market power
should not survive the Twombly-Iqbal plausibility standard.30
Privacy regulation and competition policy can work together, but not in the
direction that many scholars suggest.31 Our results suggest that antitrust is a poor
tool to address perceived privacy problems because there appears to be little
systematic relationship between market power and low levels of privacy, but
consumer protection designed to increase consumer access to information about
firms’ privacy practices—and firms’ ability to credibly commit to these
promises—could help foster competition over privacy. In this manner, privacy
regulation and competition policy might be complementary, but only in one
direction. What is more, competition policy often works at cross-purposes with

27. Cf. Margaret Harding McGill, Exclusive: White House Hosts Discussion on Big Tech Harms, AXIOS
(Sept. 8, 2022), https://www.axios.com/2022/09/08/white-house-big-tech-roundtable [perma.cc/38LK-8B48]
(illustrating that President Biden is using his bully pulpit to focus on large platforms, not small apps).
28. See BOURREAU ET AL., supra note 19, at 34 (describing use of consumer data to improve the quality
of an application).
29. Of course, if competition drives firms to improve quality, and user data can help firms in that regard,
then more competition could result in weakened privacy. There are other factors at play, however. The incentive
to improve quality is not the sole dominion of firms facing intense competition—as the relationship between
market concentration and quality is not necessarily linear. Further, competition on quality can come from sources
that are outside of some artificial notion of a “market,” which further attenuates a reliable, predictable
relationship between market concentration and privacy incentives.
30. Bell Atlantic Corp. v. Twombly, 550 U.S. 544, 545–46 (2007); Ashcroft v. Iqbal, 556 U.S. 662, 663
(2009); see Fed. Trade Comm’n v. Facebook, Inc., 581 F. Supp. 3d 34, 55 (D.D.C. 2022) (accepting the
plausibility of these allegations of antitrust harm); see also Klein v. Facebook, Inc., 580 F. Supp. 3d 743, 801–
05 (N.D. Cal. 2022) (accepting allegations that Facebook’s conduct allowed it to “extract additional ‘personal
information and attention’ from users” as plausible causal antitrust injury) (citation omitted).
31. See Yun, supra note 19, at 413 (describing literature on the intersection between privacy regulation
and competition policy and directions that different scholars have taken).
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privacy.32 For example, the recent monopolization case against Google led by
the Texas Attorney General that centers around Google’s ad tech business
concerns the competitive effects of Google allegedly blocking the ability of
publishers to share user identification data with third party ad exchanges.33
Similarly, the UK’s Competition & Markets Authority has scrutinized Google’s
announced movement away from third-party cookies for its potential impact on
ad tech rivals.34
This Article proceeds as follows. Part I provides an overview of the
arguments to incorporate privacy into antitrust urged both by academics and,
more recently, antitrust agencies. Part II examines these theories more closely
and identifies complications that make a simple relationship between market
power and privacy unlikely and unreliable. Part III examines the empirical
relationship between market power and privacy and presents the results. Part IV
discusses the empirical results in the context of the current regulatory
environment facing large tech platforms, including current antitrust and
consumer protection enforcement actions.
I.

BACKGROUND

As advertising-supported online platforms have grown in economic power,
so have the calls to use the antitrust laws to rein in their collection of consumer
data.35 Broadly, these calls fall into two camps.36 One camp would like to use
antitrust to prohibit conduct that negatively impacts consumer privacy regardless
of its impact on competition.37 The other sees privacy as an important dimension
of competition and, thus, blames concentration in digital markets for reduced
privacy.38
A.

Privacy as a Primary Goal of Antitrust

Some have argued that because privacy is a fundamental value akin to a
natural right, antitrust should also consider how unilateral or joint conduct by
32. Katz, supra note 14, at 709–10.
33. Google Antitrust Litig. Complaint, supra note 10, ¶¶ 125–28.
34. COMPETITION & MKTS. AUTH., Investigation into Google’s ‘Privacy Sandbox’ Browser Changes (July
28,
2022),
https://www.gov.uk/cma-cases/investigation-into-googles-privacy-sandbox-browser-changes
[perma.cc/DM8R-BUUH].
35. Grunes & Stucke, supra note 13, at 3 (“[C]ompanies, whose business model depends on securing a
competitive advantage through big data, may also devise anticompetitive data-driven strategies. Such strategies
may include preventing rivals from accessing the data (such as through exclusivity provisions with third-party
providers) or foreclosing opportunities for rivals to procure similar data (such as making it harder for consumers
to adopt other technologies or platforms).”); see, e.g., Newman, Control of User Data, supra note 13, at 403
(“[C]ontrol of information has been skewed towards a few players with both the concentrated data processing
power and supply of user data to dominate a particular sector. . . . Thus, antitrust authorities around the world
have with good reason targeted the company for its dominance.”).
36. E.g., BOURREAU ET AL., supra note 19, at 55 (describing a less strict view of privacy with regards to
antitrust concerns); see, e.g., Newman, Control of User Data, supra note 13, at 454 (describing a more stringent
view of privacy’s role in antitrust regulation).
37. See, e.g., Newman, Control of User Data, supra note 13, at 454 (describing use of antitrust policy to
prohibit data collection that may harm consumers).
38. E.g., BOURREAU ET AL., supra note 19, at 55 (describing privacy as an important concern in antitrust
policy governing targeted advertisements).
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online companies directly impacts privacy.39 That is, even if the conduct at issue
has no impact on competition in a relevant market, it should be condemned under
the antitrust laws if it diminishes privacy itself.40 For instance, a merger that
would otherwise raise no competitive concern—think a local restaurant and a
small sock manufacturer—should nonetheless be blocked if it would negatively
impact the privacy of the firms’ customers.41
This belief in the fundamental value of privacy, in the context of antitrust
cases, manifested itself in the Google/DoubleClick merger.42 After the merger
was announced in 2007, a consortium of consumer advocacy groups petitioned
the FTC to take direct account of privacy considerations in its review of the
transaction.43 They asserted that privacy is a “personal and fundamental right in
the United States,” which is affected adversely by the “collection, use, and
dissemination of personal information.”44 After alleging that the transaction
“will give one company access to more information about the Internet activities
of consumers than any other company in the world,” the groups asked the FTC
to prevent the merging of Google’s and DoubleClick’s data, and to impose
additional restrictions on data use and collection by the merged companies.45
More recent acquisitions by tech platforms have drawn similar petitions
from privacy advocates.46 For example, in a complaint filed with the FTC in
2014, two leading privacy advocacy organizations argued the combination of
WhatsApp’s and Facebook’s consumer data was both an unfair and deceptive
trade practice.47 Although the organizations pressed the FTC to investigate this
combination under its normal consumer protection authority, they also asked the
FTC to use its antitrust “authority to review mergers” to withhold approval of
the transaction “[u]ntil the issues identified in this Complaint are adequately
resolved.”48 Likewise, these organizations also took the FTC to task for clearing

39. Maurice E. Stucke & Alan P. Grunes, Antitrust and the Marketplace of Ideas, 69 ANTITRUST L. J. 249,
254–55 (2006); see, e.g., Maurice E. Stucke, Reconsidering Antitrust’s Goals, 53 B.C. L. REV. 551, 617 (2012)
(discussing use of noneconomic considerations in antitrust analysis).
40. Stucke, supra note 39, at 568–59; Cooper, supra note 14, at 1138.
41. Cooper, supra note 14, at 1138.
42. See FED. TRADE COMM’N, FTC FILE NO. 071-0170, STATEMENT OF FEDERAL TRADE COMMISSION
CONCERNING GOOGLE/DOUBLECLICK 2 (2007) (discussing issues of privacy raised during the
Google/DoubleClick merger).
43. Stucke & Grunes, supra note 39, at 273; see Complaint and Request for Injunction, Request for
Investigation and for Other Relief, ¶¶ 7–13, In re Google, Inc. and DoubleClick, Inc., No. 71-0170 (F.T.C. Apr.
20, 2007) [hereinafter EPIC Google Complaint], https://epic.org/wp-content/uploads/privacy/ftc/google/
epic_complaint.pdf [https://perma.cc/G2HK-YRD9] (discussing arguments which are akin to those made by
some that antitrust investigations involving media companies should consider not only the price that advertisers
pay, but also how conduct affects such non-economic goals as inclusion of the marketplace of ideas).
44. EPIC Google Complaint, supra note 42, ¶ 7.
45. Id. ¶¶ 54, 56–59.
46. E.g., Jeff Chester, FTC Should Examine Microsoft-Activision Deal, Consumer, Privacy, Labor, Repair
Groups Say, CTR. FOR DIGIT. DEMOCRACY (Mar. 1, 2022) https://www.democraticmedia.org/article/ftc-shouldexamine-microsoft-activision-deal-consumer-privacy-labor-repair-groups-say
[perma.cc/SH9Q-BSBA]
(discussing calls for the FTC to analyze recent merger of large tech platforms).
47. See Complaint, Request for Investigation, Injunction, and Other Relief ¶ 1, In re WhatsApp, Inc.
(F.T.C. Mar. 6, 2014) [hereinafter EPIC/CDD Complaint], https://epic.org/wp-content/uploads/privacy/ftc/
whatsapp/WhatsApp-Complaint.pdf [perma.cc/8Y2U-3RDG] (arguing that the combination of WhatsApp and
Facebook consumer data is “unfair and deceptive”).
48. Id. at 14.
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the Google/Nest merger without addressing “the significant privacy concerns”
it raised.49
The issue that U.S. antitrust agencies face is that there are serious legal
hurdles to considering privacy concerns within antitrust law.50 The Supreme
Court has been clear that antitrust is about fostering competition on “[t]he
assumption that competition is the best method of allocating resources in a free
market [because it] recognizes that all elements of a bargain—quality, service,
safety, and durability—and not just the immediate cost, are favorably affected
by the free opportunity to select among alternative offers.”51 For example, in
National Society of Professional Engineers v. United States (NSPE), a trade
group of engineers had adopted an ethics policy prohibiting competitive bidding
on the grounds that price competition would lower quality to unacceptable
levels.52 The Supreme Court roundly rejected this as a justification in a rule of
reason inquiry, explaining “the inquiry is confined to a consideration of impact
on competitive conditions.”53 In this way, NSPE would appear to foreclose the
use of antitrust to address negative impacts on product quality that do not flow
from a reduction in competition.54 Thus, absent an amendment of the antitrust
laws or serious departure from stare decisis—which some have urged55—a plea
to use antitrust analysis to condemn otherwise procompetitive or benign conduct
that results in lower levels of consumer privacy is unlikely to succeed.56
B.

Competition Over Privacy

A second general approach to bringing privacy concerns into the ambit of
antitrust law is to treat privacy as a core dimension of competition.57 This
approach rests on the related notions that consumers either “pay” for services
with their personal data, or that privacy is a dimension of quality over which
firms compete.58 These premises are used interchangeably, and for antitrust
49. See Supplemental Materials in Support of Pending Complaint, Request for Investigation and
Injunction, and Other Relief; Related Commentary Concerning Commission’s Surprising Expedition of GoogleNest Review ¶ 37, In re WhatsApp, Inc. (F.T.C. Mar. 21, 2014), https://epic.org/wp-content/uploads/privacy/
internet/ftc/whatsapp/WhatsApp-Nest-Supp.pdf [perma.cc/38A8-PR2V] (describing significant privacy
concerns presented in the Google acquisition of Nest).
50. See Douglas, supra note 14, at 661–62 (discussing tensions between privacy and antitrust law).
51. Nat’l Soc’y of Pro. Eng’rs v. United States, 435 U.S. 679, 695 (1978).
52. Id. at 682–83.
53. Id. at 690.
54. See id. at 694 (describing the relationship between competition and impacts on product quality).
55. Stucke, supra note 13 at 283–85 (arguing that the Sherman Act was designed to consider broader
issues than consumer welfare and should incorporate the harms posed by large tech platform that use data,
including privacy); see also Associated Press v. United States, 326 U.S. 1, 19–20 (1945) (suggesting that antitrust
should consider how competition in media markets affects diversity of viewpoints).
56. See Samson Y. Esayas, Privacy-as-a-Quality Parameter: Some Reflections on the Skepticism, 43
STOCKHOLM FAC. L. RSCH. PAPER SERIES, Nov. 25, 2017, at 3–4, 4 n.12 (stating the European Union (EU)
appears to similarly cabin direct consideration of privacy impacts in competition law and citing Case C-238/05
Asnef-Equifax v. Association de Usuarios, [2006] ECR I-11125, ¶ 63 and COMP/M.7217, Facebook/WhatsApp
(Oct. 3, 2014) as authorities for this assertion).
57. Gregory Day & Abbey Stemler, Infracompetitive Privacy, 105 IOWA L. REV. 61, 67 (2019).
58. See id. at 64 (“We assert that, like prices, privacy relies on competition.”); id. at 65 (“If technology
markets were sufficiently competitive, as we explain, firms would enhance their privacy safeguards to vie for
users.”).

No. 2]

ANTITRUST & PRIVACY

353

purposes they are equivalent—under either approach, more intrusive levels of
personal data collection and use result in consumers paying a higher privacyadjusted price.59
Identifying privacy as a key dimension of competition appears to be borne
out of the search for a metric by which to judge the consumer welfare effects of
potential market power enjoyed by large online platforms.60 Accordingly,
dominant digital platforms exercise market power not by charging a higher
price—as most offer their services for free—but by offering consumers lower
levels of privacy than they would receive in a competitive market.61 Indeed, it
has become a cliché that “data is the price we pay” to use these services.62 So, it
seems a natural extension of the analogy to assume that these platforms exercise
market power by requiring consumers to surrender supra-competitive amounts
of information about themselves.63 For instance, a highly influential recent
report by the UK’s Competition & Markets Authority (CMA) concludes:
In a more competitive market, we would expect that it would be clear
to consumers what data is collected about them and how it is used
and, crucially, the consumer would have more control. We would then
expect platforms to compete with one another to persuade consumers
of the benefits of sharing their data or adopt different business models
for more privacy-conscious consumers. Platforms may reward
consumers for their data through their products and services, perhaps
serving fewer ads or offering rewards or additional services.64
Some scholars have also suggested that a lack of competition on privacy
could facilitate strategic foreclosure arising from indirect network effects.65
59. For example, one can define the privacy-adjusted price (PAP) of a product as the nominal price
divided by some metric of privacy protection. Holding the nominal price constant, lower levels of privacy
protection increase the PAP (by reducing the denominator). Equivalently, privacy could be incorporated directly
into the numerator of price, with more intrusive data collection representing a higher “price” paid by consumers
while holding non-privacy elements of quality constant.
60. See Stucke, supra note 13, at 284 (“The currency for online platforms . . . [is,] [i]n many cases . . .
data.”); Newman, Zero Price Markets, supra note 13, at 166–67 (noting consumer information is “surrendered
(i.e., paid) by customers in exchange for the object sought” and “[c]ustomers frequently surrender information
as payment in exchange” for online platform services).
61. See, e.g., Stucke, supra note 13, at 287 (“[T]he collection of too much data can be [seen as] the
equivalent of charging an excessive price.”); Howard A. Shelanski, Information, Innovation, and Competition
Policy for the Internet, 161 U. PA. L. REV. 1663, 1689 (2013) (“One measure of a platform’s market power is
the extent to which it can . . . [use information in ways that benefit the firm but that consumers do not like] . . .
without some benefit to consumers that offsets their reduced privacy and still retain users.”).
62. Cf. Derek Powazek, I’m Not the Product, But I Play One on the Internet, POWAZEK, (Dec. 18, 2012),
http://powazek.com/posts/3229 [perma.cc/628A-QU2E] (“‘If you’re not paying for the product, you are the
product.’ I don’t know who said it first, but the line has achieved a kind of supernatural resonance online.”).
63. Day & Stemler, supra note 57, at 64–65.
64. COMPETITION & MKTS. AUTH., ONLINE PLATFORMS AND DIGITAL ADVERTISING ¶6.26 (2020)
[hereinafter CMA Report]; see also id. ¶¶ 6.31–6.32 (“We would expect that platforms, notably social networks,
that faced a competitive constraint would not be able to rely on ‘take-it-or-leave-it’ terms that mean consumers
have to share their data to use the service, and have no real option to leave the service because their family and
friends use it. Moreover, in a more competitive market, we would expect platforms to innovate and develop new
ways to deliver advertising that meets the targeting needs of advertisers using less consumer data, thus protecting
consumers’ privacy to a greater extent.”).
65. See Stucke, supra note 13, at 282–83 (explaining how data-driven consumer products such as Alexa
create substantial competitive advantages relative to other products by accumulating information that the allows
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Indirect network effects, or cross-group effects, arise when the increased
participation by one group on a platform (e.g., users) creates a greater incentive
and corresponding benefit for another, related group to participate (e.g.,
advertisers).66 Under this theory of harm, a lack of competition over privacy
imposes a short-run harm on users for the reasons discussed above, but also has
a longer-term impact because lower levels of privacy allow the dominant firm
to entrench its position by collecting increasing amounts of user data.67 Greater
access to data, as the argument goes, allows the dominant firm to gain an
advantage over potential rivals due to the ability to, for example, hone machine
learning algorithms.68 Also, according to this argument, there are “data feedback
effects,” that is, increasing amounts of user data allows the platform to increase
its dominant position over both users and advertisers.69 This permits the platform
to further impose weak privacy protections on both groups, thus increasing its
access to data, and the cycle repeats itself in a continuous loop.70
Although competition agencies in both the EU and U.S. refrained for some
time from challenging conduct based on privacy considerations, they had long
hinted at a potential role for privacy in a competition analysis.71 For example,
the FTC cleared the aforementioned Google/DoubleClick merger based on
traditional antitrust considerations of price impacts on advertisers and
publishers, but nonetheless, considered how the merger might impact consumer
privacy.72 Likewise, the EU explicitly took privacy into account when
them to provide better services to users as an example of indirect network effects); Grunes & Stucke, supra note
13, at 3 (“Fifth, companies, whose business model depends on securing a competitive advantage through big
data, may also devise anticompetitive data-driven strategies. Such strategies may include preventing rivals from
accessing the data (such as through exclusivity provisions with third-party providers) or foreclosing
opportunities for rivals to procure similar data (such as making it harder for consumers to adopt other
technologies or platforms).”).
66. Stucke, supra note 13, at 282 n.37.
67. Id. at 282–83.
68. See, e.g., Shelanski, supra note 61, at 1681 (discussing consumer information as a strategic asset).
69. See, e.g., DIGIT. COMPETITION EXPERT PANEL, UNLOCKING DIGITAL COMPETITION: REPORT OF THE
DIGITAL COMPETITION EXPERT PANEL ¶¶ 1.73, 1.76 (2019) (“Data can act as a barrier to entry in digital markets.
A data-rich incumbent is able to cement its position by improving its service and making it more targeted for
users, as well as making more money by better targeting its advertising. . . . The extent to which data are of
central importance to the offer but inaccessible to competitors, in terms of volume, velocity or variety, may
confer a form of unmatchable advantage on the incumbent business, making successful rivalry less likely.”).
Some have challenged this view of data use from platforms—primarily the implication that such use results in a
net loss in consumer welfare. See, e.g., John M. Yun, Does Antitrust Have Digital Blind Spots?, 72 S.C. L. REV.
305, 323 (2020) (“This theory of incumbent strength, [in data-driven network effects], although intuitive, is
incomplete.”).
70. DIGIT. COMPETITION EXPERT PANEL, supra note 69, ¶ 1.73.
71. See infra note 72; see infra note 73.
72. See FED. TRADE COMM’N, supra note 42, at 2–3 (2007) (“[W]e investigated the possibility that this
transaction could adversely affect non-price attributes of competition, such as consumer privacy. We have
concluded that the evidence does not support a conclusion that it would do so. We have therefore concluded that
privacy considerations, as such, do not provide a basis to challenge this transaction.”). Also, the Horizontal
Merger Guidelines explicitly allow for the consideration of non-price elements of competition such as quality.
See U.S. DEP’T OF JUST. & FED. TRADE COMM’N, HORIZONTAL MERGER GUIDELINES 1–2 (2010) [hereinafter
MERGER
GUIDELINES],
https://www.justice.gov/sites/default/files/atr/legacy/2010/08/19/hmg-2010.pdf
[https://perma.cc/PF87-VRDF] (allowing for the consideration of non-price elements of competition such as
quality) (“Enhanced market power can also be manifested in non-price terms and conditions that adversely affect
customers, including reduced product quality, reduced product variety, reduced service, or diminished
innovation.”).
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evaluating the Microsoft/LinkedIn merger, noting that privacy in personal social
networks “is an important parameter of competition.”73 The EU also examined
how Facebook’s acquisition of WhatsApp might impact privacy in the market
for mobile consumer communications apps.74
Today, any reluctance to rely on privacy as a metric of competition has
faded.75 On both sides of the Atlantic, antitrust enforcers and private parties have
leveled serious antitrust challenges to Facebook and Google that rely to varying
degrees on privacy as a metric of competition.76 The first salvo came with the
German Bundeskartellamt’s (BKA) case against Facebook.77 The BKA found
that Facebook enjoys market dominance due to strong direct network effects and
the difficulties associated with switching to another social media account.78 This
dominance allegedly allows Facebook to condition access to Facebook’s social
network on the user’s agreement to Facebook’s terms of service, which stipulate
that Facebook collects and processes user data through not only Facebook’s
companies, but also through third-party websites with embedded Facebook
73. Case M.8124, Microsoft/LinkedIn, ¶ 350 n.330 (Dec. 6, 2016).
74. See Case M.7217, Facebook/WhatsApp, ¶ 87 (Mar. 10, 2014) (noting that privacy was an important
area of functionality over which consumers choose messaging apps); id. ¶102 (evaluating how closely the parties
compete over privacy).
75. See Acquisti et. al, supra note 16, at 456 (“The sharing or protection of consumer data can also
influence market competition. Campbell, Goldfarb, and Tucker (2015) demonstrate that, if privacy regulation
only relied on enforcing opt-in consent, an unintended consequence may be the entrenching of monopolies.”).
76. See First Amended Complaint for Injunctive and Other Equitable Relief ¶ 4, F.T.C. v. Facebook, Inc.,
No. 1:20-cv-03590-JEB (D.D.C. Aug 19, 2021) [hereinafter FTC v. Facebook FAC] (“As Facebook has long
recognized, its personal social networking monopoly is protected by high barriers to entry, including strong
network effects. In particular, because a personal social network is more valuable to a user when more of that
user’s friends and family are already members, a new entrant faces significant difficulties in attracting a
sufficient user base to compete with Facebook.”); Sarah Jackson, Meta Agrees to Pay $90 Million to Settle a
Lawsuit Alleging Facebook Kept Tracking Users After They Logged Off, INSIDER (Feb. 15, 2022, 5:24 PM),
https://www.businessinsider.com/meta-facebook-pay-90-million-lawsuit-tracking-users-logged-off-2022-2
[perma.cc/F7N3-NRJK] (describing Facebook settling a Northern District of California case); US v. Google
Complaint, supra note 6, ¶ 167 (“By restricting competition in general search services, Google’s conduct has
harmed consumers by reducing the quality of general search services (including dimensions such as privacy,
data protection, and use of consumer data), lessening choice in general search services, and impeding
innovation.”); Class Action Complaint for Violations of the Sherman Antitrust Act and the Clayton Act ¶ 175,
Sweepstakes Today LLC v. Google LLC, No. 3:20-cv-08984-LB (N.D. Cal. filed Dec. 15, 2020) (“[Google’s]
conduct harms consumers by depriving customers of valid competitive choice, degrading consumer privacy,
degrading quality and variety of products and services offered to consumers, stifling innovation and ultimately
raising the prices of goods and services in the marketplace.”); Bundeskartellamt Initiates Proceeding Against
Facebook on Suspicion of Having Abused its Market Power by Infringing Data Protection Rules,
BUNDESKARTELLAMT, (Mar. 2, 2016), https://www.bundeskartellamt.de/SharedDocs/Meldung/EN/
Pressemitteilungen/2016/02_03_2016_Facebook.html
[perma.cc/4SZ6-5WSK]
(announcing
German
authorities would be investigating Facebook for abusing its “possibly dominant position in the market for social
networks”); Dan Milmo, Meta Sued for £2.3bn Over Claim Facebook Users in UK Were Exploited, GUARDIAN
(Jan. 13, 2021, 7:01 PM), https://www.theguardian.com/technology/2022/jan/14/meta-sued-for-23bn-overclaim-facebook-users-in-uk-were-exploited [perma.cc/A6RT-TVMM] (“Lawsuit claims company set ‘unfair
price’ by taking users’ personal data without proper compensation.”); Iain Martin, Google Loses Court
Challenge Over EU $2.8 Billion Antitrust Fine, FORBES (Nov. 10, 2021, 06:39 AM), https://www.forbes.com/
sites/iainmartin/2021/11/10/google-loses-court-challenge-over-eu-28-billion-antitrust-fine [perma.cc/YD9GYMEA] (EU court affirming fine for antitrust violations); Supantha Mukherjee, PriceRunner Sues Google for
2.1 Billion Euros, Prepares for Long Fight, REUTERS (Feb. 7, 2022, 8:04 AM), https://www.reuters.com/
business/swedens-pricerunner-sues-google-21-bln-euros-2022-02-07 [perma.cc/6FW8-BPNN] (reporting
Swedish price comparison firm filing suit against Google).
77. BUNDESKARTELLAMT, supra note 76.
78. Bundeskartellamt [BKartA] [Federal Cartel Office] Feb. 6, 2019, B6-22/16 1, 105–08 (Ger.).
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Business Tools.79 Such conditioning, however, violates the EU’s General Data
Protection Regulation (GDPR) because (1) Facebook’s dominance vitiates any
notion of consent,80 and (2) it is not necessary for Facebook to process data from
third-party sources to the current extent.81 This violation of GDPR, in turn, “is a
manifestation of Facebook’s market power.”82 Harm arises, according to the
BKA, because Facebook’s dominance gives rise to a vicious cycle that
continually degrades user privacy.83 This dominance allows Facebook to impose
onerous privacy terms on consumers, granting it access to more user data, which
in turn improves Facebook’s ability to customize content and target
advertisements, further entrenching its dominance, and further reducing the
privacy offered to users.84
The recent flurry of cases in the U.S. against both Facebook and Google
have also put privacy front-and-center.85 For example, the Department of
Justice’s (DOJ) recent antitrust case against Google alleges that consumer
privacy has suffered from a lack of competition.86 Likewise, the FTC’s antitrust
complaint against Facebook also invokes privacy as a dimension of
competition.87 Not to be outdone, state suits against both Google and Facebook
similarly allege harms to consumer privacy flowing from the allegedly

79.
80.

Id. at 25.
FACEBOOK, EXPLOITATIVE BUSINESS TERMS PURSUANT TO SECTION 19(1) GWB FOR INADEQUATE
DATA PROCESSING, BUNDESKARTELLAMT, 10 (2019) https://www.bundeskartellamt.de/SharedDocs/
Entscheidung/EN/Fallberichte/Missbrauchsaufsicht/2019/B6-22-16.pdf?__blob=publicationFile&v=
[perma.cc/2FSY-L652] (summarizing the BKA’s decision in its data processing case against Facebook, B622/16 – Facebook) (“[I]n view of Facebook’s dominant position in the market, users consent to Facebook’s
terms and conditions for the sole purpose of concluding the contract, which cannot be assessed as their free
consent within the meaning of the GDPR.”).
81. Id. (“[I]t cannot be substantiated that the service has to process data to the extent that has been
determined in the course of the examination for reasons of efficiency and advantages of a personalized service.”).
82. Id. at 11. The BKA notes that “it is sufficient to determine that [the GDPR violation and market
dominance] are linked by a causality which is either based on normative aspects or the outcome.” “Normative
causality” is satisfied because Facebook’s dominant position “is clearly linked” to consumers’ restricted right of
“self-determination.” Outcome causality is satisfied through indirect network effects, through which increased
access to data provides Facebook a “competitive edge” and erects entry barriers.
83. Id. at 10.
84. Id. at 11 (stating Facebook’s data practices “impede[] competitors because Facebook gains access to
a large number of further sources,” which provide it a “competitive edge . . . and increased market entry barriers,
which in turn secures Facebook’s market power towards end customers.”).
85. See, e.g., US v. Google Complaint, supra note 6, ¶ 13 (“American consumers are forced to accept
Google’s policies, privacy practices, and use of personal data . . . .); FTC v. Facebook Complaint, supra note 6,
¶ 163 (alleging Facebook is engaging in unlawful anticompetitive conduct and stopping such conduct would, in
part, give consumers better privacy options).
86. US v. Google Complaint, supra note 6, ¶ 167 (“By restricting competition in general search services,
Google’s conduct has harmed consumers by reducing the quality of general search services (including
dimensions such as privacy, data protection, and use of consumer data), lessening choice in general search
services, and impeding innovation.”); id. ¶ 13 (“As a consequence, countless advertisers must pay a toll to
Google’s search advertising and general search text advertising monopolies; American consumers are forced to
accept Google’s policies, privacy practices, and use of personal data; and new companies with innovative
business models cannot emerge from Google’s long shadow.”).
87. FTC v. Facebook Complaint, supra note 6, ¶ 163 (“The benefits to users of additional competition
include some or all of the following: . . . variety of data protection privacy options for users, including, but not
limited to, options regarding data gathering and data usage practices[].”).
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anticompetitive conduct.88 And this is likely only the beginning.89 The White
House has called on antitrust enforcers to use their tools to discipline big tech’s
privacy practices, and they appear to be listening.90
II. COMPLICATIONS
Clearly, there is a substantial appetite to incorporate privacy into antitrust.91
The data-as-price/privacy-as-quality analogy, however, is incomplete.92 In this
Part, we explore three reasons why this mapping is not a clean one. First, for
privacy to be a relevant dimension of competition, some significant mass of
consumers must place a sufficiently high value on privacy relative to other
product attributes (including price) at the margin. Further, these consumers must
be able to evaluate and trust firms’ privacy promises.
A second complication is that, unlike profits that are immediately captured
from higher prices (holding quality constant) or lower quality (holding prices
constant), increased collection of consumer data does not directly increase firm
profits.93 Instead, this data must be converted into something of value,94 a
process that is likely to create benefits for at least some consumers. In this
manner, other dimensions of quality are likely endogenous to a firm’s privacy
choice. If enough consumers find the dimensions of quality that are negatively
related to privacy more important than privacy itself, the incentive to compete
on privacy is dramatically diminished.
Finally, there is no general economic result linking higher levels of
competition to higher levels of quality, and this relationship becomes more
complicated in the context of multisided platforms.95 Because data provides
88. See Complaint ¶ 8, New York v. Facebook, Inc., 549 F. Supp. 3d 6 (D.D.C. 2021) (No. 20-cv-3589)
(“Facebook’s conduct deprives users of product improvements and, as a result, users have suffered, and continue
to suffer, reductions in the quality and variety of privacy options and content available to them.”); State AG
Complaint, supra note 13, ¶ 16 (“In a more competitive market, Google’s search-related monopolies could be
challenged or even replaced by new forms of information discovery. Rival general search engines would be able
to create better services for customers, including improved privacy . . . .”).
89. See Exec. Order, supra note 2, at 36988 (“It is also the policy of my Administration to enforce the
antitrust laws to meet the challenges posed by new industries and technologies, including the rise of the dominant
Internet platforms . . . .”).
90. Id.; see FTC Marks One-Year Anniversary of Government-Wide Initiative to Promote Competition in
the American Economy, FED. TRADE COMM’N (July 11, 2022), https://www.ftc.gov/news-events/news/pressreleases/2022/07/ftc-marks-one-year-anniversary-government-wide-initiative-promote-competition-americaneconomy [perma.cc/SG55-A9T8] (laying out the enforcement steps taken by the FTC after President Biden’s
executive order).
91. See Katz, supra note 14, at 695 (“Commentators on both the right and the left ends of the political
spectrum have called for new and more forceful approaches to antitrust enforcement with respect to multisided
platforms . . . . [T]hese calls have been driven by the fact that these platforms make extensive use of data
collected about their users.”).
92. Cooper, supra note 14, at 1135 (“On its face the privacy-as-quality analogy is appealing. Upon closer
inspection, however, the analogy breaks down.”).
93. See Acquisti et al., supra note 16, at 443–44 (“[I]t is not possible to conclude unambiguously whether
privacy protection entails a net ‘positive’ or ‘negative’ change in purely economic terms: its impact is context
specific.”).
94. See, e.g., id. at 444 (“In an effort to leverage the value inherent in personal data, new services . . . new
companies . . . and even new markets have emerged . . . .”).
95. Woordow Hartzog & Neil Richards, Privacy’s Constitutional Moment and the Limits of Data
Protection, 61 B.C. L. REV. 1687, 1743 (2020).
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value both to consumers and advertisers, platforms face complicated incentives
with respect to providing privacy that exist regardless of the competitive
environment.96 As discussed in more detail below, all these considerations
suggest a tenuous link between a firm’s market power and its provision of
privacy.
A.

How Responsive is Consumer Demand to Changes in Privacy?

It is reasonable to assume that privacy is a “normal good,” in that all else
equal, consumers prefer more privacy to less.97 If user demand is generally
unresponsive to changes in privacy, however, the upper bound on user harm that
could arise from less competition over privacy is likely to be small, suggesting
that it is a dimension of competition that demands little antitrust attention from
courts or agencies.98
Empirically, the significance of privacy to consumers’ marketplace choices
is, at best, uncertain.99 The well-known “privacy paradox” is that consumers
profess to care deeply about privacy in surveys, but revealed preference—data
from actual choices—suggests otherwise.100 For example, a recent Pew
Research Center poll finds that eighty-one percent of Americans say that the
privacy risks associated with companies’ data collection outweighs the
benefits.101 At the same time, empirical research finds little to suggest that

96. See id. (“Thanks to personal data and the interactive nature of digital technologies, platforms have
unique incentives, affordances, and market power unlike anything regulators have ever seen before.”).
97. See, e.g., Ginger Zhe Jin & Andrew Stivers, Protecting Consumers in Privacy and Data Security: A
Perspective of Information Economics 5 (Working Paper, 2017), https://papers.ssrn.com/sol3/papers.cfm
?abstract_id=3006172 [perma.cc/YG3C-GBUQ] (stating consumers want “to have an appropriate control on the
flow” of information); see also Jeffrey T. Prince & Scott Wallsten, How Much is Privacy Worth Around the
World and Across Platforms?, J. ECON. & MGMT. STRATEGY, May 13, 2022, at 1, 11–12 (finding positive
willingness to accept to sacrifice privacy); Scott J. Savage & Donald M. Waldman, Privacy Tradeoffs in Smart
Phone Applications, 137 ECON. LETTERS 171, 173 (2015) (finding positive willingness to pay to avoid privacy
intrusiveness in apps).
98. See Terrell McSweeny, Roundtable: Discussing the Big Picture on Big Data, ABA: ANTITRUST MAG.
ONLINE (Dec. 2018), https://www.americanbar.org/digital-asset-abstract.html/content/dam/aba/publishing/
antitrust-magazine-online/2018-2019/atsource-december2018/dec18_bigdata_rndtbl_12_17f.pdf (“It just can’t
be assumed that competition on privacy is actually occurring. There must be some evidence of it. . . . You can’t
create competition and privacy features and services where none exist, even if you think it would be good to
have it . . . .”).
99. See, e.g., CMA Report, supra note 64, ¶ 4.47 (“[I]n surveys, consumers will report that they are very
concerned about their privacy but they then behave in a way that contradicts this clearly stated preference eg by
not taking advantage of privacy controls that are available to them.”).
100. See, e.g., id. (showing consumers expressed preferences that misalign with their actual preferences);
Acquisti et al., supra note 16, at 476–478 (exploring the discrepancy between expressed preference and
manifested behavior). Others, however, question the existence of the privacy paradox. See, e.g., Daniel J. Solove,
The Myth of the Privacy Paradox, 89 GEO. WASH. L. REV. 1, 2 (2021) (arguing that, “When properly understood,
behavior and attitudes about privacy are not out of alignment.”). Specifically, Solove argues that behavior
involves choices involving risk for specific types of data in specific contexts, whereas attitudes involve broader
valuations. Id. at 23.
101. Brooke Auxier et al., Americans and Privacy: Concerned, Confused, and Feeling a Lack of Control
over Their Personal Information, PEW RSCH. CTR. (Nov. 15, 2019), https://www.pewresearch.org/internet/
2019/11/15/americans-and-privacy-concerned-confused-and-feeling-lack-of-control-over-their-personalinformation [perma.cc/YK5P-TEEM].
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privacy is an important driver of consumer demand.102 For example, a tiny
percentage of consumers actually choose to opt out from online tracking,103 and
in a survey of the economics of privacy, Acquisti, Taylor, and Wagman
conclude, “[i]f anything, the adoption of privacy-enhancing technologies (for
instance, Tor, an application for browsing the Internet anonymously) lags vastly
behind the adoption of sharing technologies (for instance, online social networks
such as Facebook).”104 Experimental research, moreover, generally finds that
consumers are only willing to pay a small amount to avoid surveillance.105
Additionally, there is little evidence to suggest that highly visible attempts to
compete on privacy have engendered much of a consumer response.106
There are various potential (and not mutually exclusive) explanations for
the apparent lack of consumer responsiveness to privacy. First, it simply may be
that, when faced with an actual opportunity cost for refusing to share personal
information (e.g., free fitness tracking, email, or social media), consumers
choose less privacy than they say they will in surveys. Someone can care deeply
about privacy but also place a high value on other goods and services, deciding
to trade the latter for the former at the margin in the face of a budget constraint.107
Further, consumers may be unresponsive to changes in a firm’s privacy choices
since information is non-rivalrous; with the world already awash in personal
information, the marginal reduction in privacy from consuming an additional
unit of service from an online platform (e.g., an addition search or web browsing
session) may be trivial.
At the same time, many have observed that, due to their complexity,
markets for privacy are unlikely to function well, casting doubt on whether
revealed preference actually expresses consumer preferences given the difficulty

102. See, e.g., Garrett A. Johnson et al., Consumer Privacy Choice in Online Advertising: Who Opts Out
and at What Cost to Industry?, 39 MKTG. SCI. 33, 40 (2020) (finding that 0.23 percent of display advertising
impressions are served to consumers who have opted out of online tracking through the AdChoices program).
103. See id.
104. Acquisti et al., supra note 16, at 476.
105. See id. at 478 (detailing several studies showing consumers are willing to pay small monetary values
for privacy); see also Athey et al., supra note 17, at 7–10 (finding “small incentives such as pizza can have a
large effect on decisions about privacy”); Savage & Waldman, supra note 97, at 173 (finding consumers will
pay “$2.28 to conceal their browser history, $4.05 to conceal their contacts, $1.19 to conceal their location, $1.75
to conceal their phone’s identification number, and $3.58 to conceal their texts”). Experiments have attempted
to determine if privacy education will reduce the gap between revealed preference and stated preference and
have found little impact. See, e.g., Lior Jacob Strahilevitz & Matthew B. Kugler, Is Privacy Policy Language
Irrelevant to Consumers?, 45 J. LEGAL STUD. S69, S92 (2016) (finding increased privacy education negligibly
influences consumers’ behavior); Omri Ben-Shahar & Adam Chilton, Simplification of Privacy Disclosures: An
Experimental Test, 45 J. LEGAL STUD. S41, S65–66 (2016) (finding skepticism in whether simplified disclosures
alter consumer behaviors with respect to privacy).
106. See Marthews & Tucker, supra note 16, at 8 (“There is little evidence that competition itself appears
to enhance privacy . . . .”); see also Danny Sullivan, Is Microsoft’s Scroogled Campaign Working? Not if
Gaining Consumers is the Goal, MARTECH (Oct. 16, 2013, 3:30 PM), https://martech.org/microsoft-scroogledcampaign [perma.cc/9VUZ-AMV3] (describing how a Microsoft ad campaign against Google was not resulting
in consumers switching from Google search to Bing).
107. See, e.g., Athey et al, supra note 17, at 18 (“[W]henever privacy requires additional effort or comes
at the cost of a less smooth user experience, participants are quick to abandon technology that would offer them
greater protection.”).
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for consumers to make informed tradeoffs.108 Similarly, several scholars have
studied how behavioral biases, such as hyperbolic discounting, the endowment
effect, and other framing effects impact consumers’ abilities to make rational
privacy decisions.109
If consumers are unable to evaluate firms’ privacy choices, firms rationally
may adopt net harmful privacy practices because they assume that they can hide
the costs from consumers—that is, firms will enjoy the additional revenue
streams from consumer data without paying the concomitant price of lower
demand from privacy-sensitive consumers.
One might reasonably think that firms who want to attract consumers based
on privacy have incentives to reveal the fact that they—as opposed to their
competitors—offer privacy-friendly policies. However, this type of unraveling
works only if firms can credibly convey and commit to these representations.110
Unless consumers easily can comprehend the promises that are being made with
regard to the collection and use of their data, and are able to confirm that firms
are following them, they rationally will come to expect that firms always will
adopt harmful data practices.111 In this textbook “lemons” equilibrium, because
firms cannot credibly convey their willingness to adhere to privacy-friendly
policies, they will not do so because they will not be rewarded with increased
demand for their product.112
Thus, while consumer protection regulation that incentivizes firms to
simplify their privacy policies (via mandated disclosures) or to hold to their
privacy promises (through enforcement against deception) may help foster
competition over privacy, the converse is not true; more robust competition will
not solve a lemons market problem.113 Costly information, not a lack of
competition, is what prevents consumers from believing firms’ privacy
commitments.114 That is, obscuring potentially unpopular data practices in dense
privacy policies, or through the use of “dark patterns,” and reneging on privacy

108. See Acquisti et al., supra note 16, at 477–78 (“[T]he purported dichotomy between privacy attitudes
and privacy behaviors is actually the result of many, coexisting, and not mutually exclusive different factors.”);
CMA Report, supra note 64, ¶¶ 4.49–4.56 (describing how consumers’ ability to act rationally is impeded). Of
course, asymmetric information itself is endogenous, and consumers may remain rationally ignorant of firms’
privacy policies because the perceived benefits are low.
109. See, e.g., A. G. Winegar & C. R. Sunstein, How Much is Data Privacy Worth? A Preliminary
Investigation, 42 J. CON. POL’Y 425, 425 (2019) (describing a “superendowment effect”); Alessandro Acquisti
et al., What is Privacy Worth?, 42 J. LEG. STUD. 249, 249 (2013) (finding "sensitivity of privacy valuations to
contextual, nonnormative factors”); Laura Brandimarte et al., Misplaced Confidences: Privacy and the Control
Paradox, 4 SOC. PSYCH. & PERSONALITY SCI. 340, 341 (2013) (using behavioral economics to explore how
increase in feelings of control over sensitive information can leave individuals more exposed).
110. See Farrell, supra note 21, at 251–53; Venky Anant et al., The Consumer-Data Opportunity and the
Privacy Imperative, MCKINSEY & CO. (Apr. 27, 2020), https://www.mckinsey.com/business-functions/risk-andresilience/our-insights/the-consumer-data-opportunity-and-the-privacy-imperative
[perma.cc/8BAE-EXZ8]
(explaining how privacy-friendly policies affect consumer trust).
111. George A. Akerlof, The Market for “Lemons”: Quality Uncertainty and the Market Mechanism, 84
Q.J. ECON. 488, 495 (1970).
112. Id.; see also Farrell, supra note 21, at 251–53 (analyzing issues with treating privacy as a pure final
good).
113. Anant et al., supra note 110.
114. See Akerlof, supra note 111, at 495–96 (exploring the cost of acquiring information and its effect on
purchasing decisions).
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promises is the dominant strategy, regardless of whether a firm is dominant or
has a miniscule market share in an unconcentrated market.115 A firm does not
need to be a monopolist to take advantage of informational problems.116
At the end of the day, consumers’ lack of responsiveness to privacy may
reflect a low valuation of privacy in relation to other goods, a lack of
understanding of the true privacy costs associated with their online behavior,
cognitive limitations, or more likely, some combination of all three. Regardless
of the reason, if only a small portion of consumers make marketplace choices
based on privacy, firms are unlikely to find it a particularly important dimension
of competition, calling into question a plausible causal link between the level of
privacy and the level of competition in a market.117
B.

Is More Data Collection (or Less Privacy) Really the Same as a Higher
Price (or Lower Quality)?

On one level, the analogy of data to price makes perfect sense. Much in the
same way that any price increase will reduce utility, ceteris paribus, it is likely
that a platform’s decision to collect additional personal information also will
lower their customers’ utility. But this one-dimensional view neglects the fact
that, from a platform’s perspective, consumer data is an input into a production
process that generates revenue only when it is put to some productive use—one
that typically increases demand for the platform’s product or improves matching
of consumers and sellers.118 In other words, the ceteris paribus assumption is
unlikely to hold in the context of data collection.119 Consequently, unlike the
case when a firm reduces the quality of a product while holding its price
constant, there is no reason to assume that the net impact of increased data
collection is always (or even often) negative for all consumers; the benefits and
costs of data collection are inexorably intertwined.120 Thus, consumer tastes for
115. The point that asymmetric information can prevent an otherwise competitive market from functioning
is the key insight from Akerlof’s seminal paper. See id. (discussing that in fact, if only large firms have sufficient
reputational capital at stake to make credible commitments with respect to privacy, one might expect to see a
positive relationship between privacy and market share).
116. Id.
117. See Marthews & Tucker, supra note 14, at 7 (“If consumers do not make choices which accord with
their stated privacy preferences and instead choose small convenience benefits or monetary benefits over
privacy, then a firm that offers superior privacy protections is unlikely to attract many consumers by virtue of
its superior privacy protections.”).
118. See, e.g., David S. Evans, The Online Advertising Industry: Economics, Evolution, and Privacy, 23 J.
ECON. PERSPS., 37, 50 (2009) (“[O]nline entities . . . gather data on what people have done on line. . . . Those
data, together with other information, can be used to target advertisements to people based on their behavior.”);
id. at 43 (“The essence of the advertising industry is to solve a massive matching problem: a large number of
advertisers want to deliver multiple messages to a large number of consumers.”).
119. See id. at 49 (noting that more specifically, the relationship between a firm’s quantity demanded and
data collected may be negative, just like the relationship between price and quantity demanded—holding the
quality of the firm’s output constant. In the case of data, however, the quality of the firm’s output is endogenous
to the data collected; thus, quality cannot be held constant. This means that the full relationship between data
collection and quantity demanded may be positive, negative, or constant depending on the distribution of tastes
and preferences for privacy and quality improvements derived from data.).
120. See, e.g., Acquisti et al., supra note 16, at 443–44 (“[I]t is not possible to conclude unambiguously
whether privacy protection entails a net ‘positive’ or ‘negative’ change in purely economic terms: its impact is
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privacy and data-driven benefits are heterogenous and correlated in potentially
complex ways.121
Additionally, the incentive to transform consumer information into
consumer value does not depend on the level of competition in a market.122
When a firm collects consumer information, it merely has a collection of zeros
and ones on its server until the data is monetized.123 A firm may reduce the utility
of its customers if it collects more information from them (in the same way that
a higher price reduces utility), but has garnered nothing of value for itself until
it uses the data in a way that is likely to benefit at least one group.124 This can
be achieved either directly, through greater customization or more relevant
advertising, or indirectly, by passing on enhanced revenue streams in the form
of improved content or lower prices, which unlocks indirect network effects
based on having more users or increasing the amount of use per user.125
Importantly, the need to monetize data in this manner is true whether the firm is
a monopolist or in a highly competitive, differentiated market.126
To make this point clearer, consider how a hypothetical automaker benefits
by reducing the quality of the tires on its cars, while holding price and all other
dimensions of quality constant. Suppose that the car sells for $100 and the
marginal cost of production with good tires is $50, and $40 with bad tires. If the
automaker holds price constant and switches bad tires for good, it enjoys an
immediate per-car profit increase of $10. All consumers who stay in the market
are unambiguously worse off, because they are still paying $100 for a car that
has less value.127
Next, consider the chain of events that occur when a platform reduces its
privacy—for example, by placing tracking cookies on visitors’ browsers. Unlike
the automaker that enjoys an immediate marginal profit of $10 from each
remaining customer, when a platform collects additional consumer data, it has
only gained additional stores of information. This is where the dataprice/privacy-quality analogy begins to break down—the platform must take

context specific.”); id. at 448 (“A key theme emerging from this literature is that there is no unequivocal impact
of privacy protection (or sharing of information) on welfare. Depending on context and conditions, privacy can
either increase or decrease individual as well as societal welfare.”).
121. See Daniel P. O’Brien & Douglas Smith, Privacy in Online Markets: A Welfare Analysis of Demand
Rotations 27 (Bureau of Econ. Fed. Trade Comm’n, Working Paper No. 323, July 2014), https://www.ftc.gov/
system/files/documents/reports/privacy-online-markets-welfare-analysis-demand-rotations/wp323.pdf
[perma.cc/S6BB-TLSF] (illustrating that if some consumers find reductions in privacy accompanied by
concomitant product quality increases on net beneficial, changes in privacy lead to shifts and rotations in
demand; the direction and size of the rotation, clockwise or counterclockwise, and hence the net impact on
welfare, depends on the correlation of the distributions of preferences for privacy and quality improvements.).
122. See ANNA BARKER, OECD: GOING DIGITAL TOOLKIT POLICY NOTE, CONSUMER DATA AND
COMPETITION: A NEW BALANCING ACT FOR ONLINE MARKETS? 7 (2021), https://goingdigital.oecd.org/
data/notes/No5_ToolkitNote_ConsumerData.pdf [perma.cc/96SP-WAJH] (analogizing modern platform data
collection to retail scanner data, where businesses did not immediately appreciate the value of passively collected
data).
123. Id.
124. See Shelanski, supra note 61, at 1679 (analogizing digital retail to physical retail).
125. Id.
126. Id. at 1682.
127. See id. at 1678. We will assume that even though the lower quality will result in lower demand, that
the automaker’s market power makes this reduction in quality a profit-maximizing decision.
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some action to convert its data collection into a profit stream, and these actions
typically benefit at least some consumers.128 That is, a necessary artifact of
monetizing consumer data is consumer value;129 data that cannot be used in a
way that creates value for at least some consumers is likely to be worthless.
Monetization of data occurs in two general ways. First, a firm can use data
to provide direct benefits to consumers through personalization.130 For example,
the platform can use consumer data internally to create more seamless logons,
more closely tailor content to personal interests by customizing reading and
viewing lists or shopping suggestions, or to prevent fraud.131 To the extent that
such improvements lead to greater traffic, they will lead to increased revenue
from selling additional impression space.132 Another common use of consumer
data by a platform is to sell advertisements based on user-specific information,
or so-called interest-based advertisements (IBA), which provides potentially

128.

For example, Shelanski identifies three possible ways that consumer data provides value to a firm:
First, customer information can be an input of production that enables a business to
improve its service offerings and increase its returns. Second, customer data can be a
strategic asset that allows a platform to maintain a lead over rivals and to limit entry into
its market. Third, customer information can be a valuable commodity, which the firm
could sell to other businesses that cannot collect the data themselves.

Id. at 1679. As discussed in the text, it is clear to see how the first use of data benefits consumers. Using data as
a strategic asset, however, is just a restatement of the first benefit to consumers; it is cast as a competitive
advantage to the firm collecting it. As Shelanski puts it, “[t]his larger information set might enable the leading
firm to make information-dependent product improvements that smaller rivals will be unable to replicate.” Id.
at 1681. Note that the competitive advantage to the collecting firm comes from the ability to create a better
product through better access to data—a clear benefit to consumers. See also Cooper, supra note 14, at 1129
(identifying three major concerns with the inclusion of privacy in antitrust analysis).
129. See Cooper, supra note 14, at 1138 (“[U]nlike the case of a merger that creates market power . . . the
decision to collect more consumer data comes with both benefits and costs.”).
130. See Shelanski, supra note 61, at 1679–80 (discussing that importantly, unlike a commodity taken from
the consumer, the value extracted from the data is to a large extent tied directly to the consumer from which it
is collected). For example, information about someone’s browsing habits is only valuable to predict the type of
content and merchandise which that person is likely to enjoy. Of course, there are also clear spillover effects in
that an aggregation of consumer data can lead to benefits for the platform and the participants.
131. See, e.g., CMA Report, supra note 64, ¶¶ 4.28–4.29 (describing how platforms use consumer data to
deliver their own consumer-facing services).
132. See Cooper, supra note 14, at 1136 (“[T]argeted ads generate more revenue only because they are
more effective at matching buyers and sellers . . . .”).
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more relevant information to consumers,133 and, consequently, typically
generates more revenue for content providers than contextual ads.134
A second channel for monetization accrues to the firm directly through
selling the data as a commodity (or trading with an analytic firm for services in
kind).135 Although these revenue streams accrue directly to the firm, at least
some of these benefits also will accrue to consumers in some fashion.136 First,
data is valuable to third parties for the same reason it is valuable to first parties—
to increase the odds of selling a product.137 Thus, third party acquirers of data
are ultimately likely to use it in a way that provides direct benefits to consumers.
Second, firms are likely to pass through some of these enhanced revenue streams
in the form of lower prices or improved content.138 In fact, the revenue generated

133. The marginal value of this information is evidenced by the fact that IBA sells for a substantial premium
over contextual advertisements (that is, advertisements based on webpage or website content rather than on the
specific user) due to its higher conversion rates. See Johnson et al., supra note 103 at 35–36 (describing how the
AdChoices program functions to serve behavioral ads to users); Avi Goldfarb & Catherine E. Tucker; Privacy
Regulation and Online Advertising, 57 MGMT. SCI. 57, 68 (2011) (examining the effect of privacy regulations
on advertisers’ bottom line); J. HOWARD BEALES & JEFFERY A. EISENACH, NAVIGANT ECON., PUTTING
CONSUMERS FIRST: A FUNCTIONALITY BASED APPROACH TO ONLINE ADVERTISING 3 (2013) [perma.cc/D8RP2HAR] (arguing “consumers benefit from the information made available by relevant, truthful advertising”);
Shelanski, supra note 61, at 1680 (analyzing customer data as an input of production). The difference in value
between contextual ads and IBA is likely to be larger for general audience websites (e.g., WSJ.com) than niche
websites (e.g., Tennis.com), as visiting a general audience website provides far less information about a
consumers’ interests. For example, an online seller of tennis equipment can infer that a visitor to Tennis.com is
likely to be interested in its products, whereas absent IBA, it has no ability to determine if a visitor to WSJ.com
is a tennis player. In addition to identifying consumers who are likely to be interested in a product, IBA also
allows advertisers to measure the effectiveness of their ad campaigns by, for example, tracking conversions or
other actions in the online or offline world; See CMA Report, supra note 64, at ¶ 5.61 (noting that Google’s
first-party data gives it an advantage in conversion attributions); id. at ¶ 6.18 (noting that Google’s and
Facebook’s higher revenue per user can be attributed in part to better targeting of advertisements toward relevant
consumers and the ability to monitor consumers’ subsequent actions).
134. CMA Report, supra note 64, at ¶ 6.18.
135. See Meta S. Brown, When and Where to Buy Consumer Data (And 12 Companies Who Sell It), FORBES
(Sept. 30, 2015, 9:49 AM), https://www.forbes.com/sites/metabrown/2015/09/30/when-and-where-to-buyconsumer-data-and-12-companies-who-sell-it [perma.cc/MLX9-5J4X] (laying out different kinds of data
vendors).
136. Id.
137. Id.
138. The recent FTC case against YouTube for violations of the Children’s Online Privacy Protection Act
(COPPA) highlights this tradeoff. To comply with the consent decree, YouTube has prohibited the use of IBA
for any content directed at children. Stipulated Order for Permanent Injunction and Civil Penalty Judgment at
10, Fed. Trade Comm’n v. Google, No. 1:19-cv-02642 (D.D.C. Sept. 4, 2019). This move has created an uproar
on the part of content providers, who are concerned about the inability to generate sufficient revenues to continue
creating content. See, e.g., Julia Alexander, YouTube Officially Rolls Out Changes to Children’s Content
Following FTC Settlement, THE VERGE (Jan. 6, 2020, 11:30 AM), https://www.theverge.com/2020/
1/6/21051465/youtube-coppa-children-content-gaming-toys-monetization-ads
[perma.cc/22ML-VCF2]
(“YouTube has said kid-focused channels will see ‘a significant business impact’ due to reduced ad revenue.”);
Julia Alexander, YouTubers Say Kids’ Content Changes Could Ruin Careers, THE VERGE (Sept. 5, 2019, 9:58
AM),
https://www.theverge.com/2019/9/5/20849752/youtube-creators-ftc-fine-settlement-family-friendlycontent-gaming-minecraft-roblox [perma.cc/WF5C-M48G] (similar). There is also empirical evidence that the
reduction in revenue to creators from ad blocking technology has had a negative impact on online content. See
Benjamin Schiller et al., The Effect of Ad Blocking on Website Traffic and Quality, 49 RAND J. ECON. 43, 43
(2018) (finding evidence that the use of ad blockers reduces website quality by reducing revenue available for
content creation).
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using consumer data that a firm passes on to consumers is positively related to
its market power.139
Indeed, as Farrell demonstrates, even if one assumes that consumer data is
used only to generate revenue streams for the firm providing a direct benefit to
consumers, the interests of consumers and a monopolist are aligned because the
firm internalizes any privacy harm its data policies visit on consumers.140 For
example, if a firm reduces privacy protections (that is, increases data collection)
to increase revenue streams (for example, by allowing third party ad networks
to place cookies on visitors’ browsers in order to target ads)—demand will fall
by an amount equal to the privacy harm this new revenue stream causes.141 As a
result, the firm will reduce its privacy protections only if the value generated by
increased consumer information is greater than the privacy harm, which is
socially efficient: firm profits are increased while consumers enjoy lower prices
(or richer features) due to the increased revenue, both of which lead to an
increase in total welfare.142 That this result depends on consumers fully
understanding the firm’s privacy policy serves only to underscore the weak link
between the level of competition and incentives to collect data—informational
problems, not competition, is what potentially drives harmful data collection.143
C.

The Monopoly Provision of Quality & Platform Tradeoffs

It may be surprising, but despite the famous Supreme Court dicta from
National Society of Professional Engineers,144 there is no general economic
result showing that intensity of competition and product quality are positively
related.145 In a seminal work, Spence demonstrated that a monopolist may overor under-supply product quality.146 The logic behind this counterintuitive result
is that the monopolist bases its decision to supply an additional unit of quality
139. Although it is true that a larger portion of a market-wide reduction in marginal cost will be passed
along to consumer under competition than monopoly, the extent to which a firm-specific reduction in marginal
cost is passed along to consumers in the form of lower prices is inversely related to the elasticity of the demand
curve it faces. See, e.g., Paul L. Yde & Michael G. Vita, Merger Efficiencies: Reconsidering the “Passing-On”
Requirement, 64 ANTITRUST L. J. 735, 744–45 (1996).
140. See Farrell, supra note 21, at 254–59. Farrell illustrates this point in a simple model of a firm with
market power choosing the profit maximizing level of privacy. He considers a setting in which the firm charges
a positive price for its product, with privacy being one dimension of quality that impacts consumer value of the
product. He models the revenue stream from increased access to consumer information as an equivalent
reduction in marginal cost. The net impact on welfare depends on whether the increased data revenue streams
cause marginal cost to fall more or less than the value that consumers place on the product falls (due to reduced
privacy).
141. Id. at 261.
142. See id. at 255.
143. For example, if a platform (e.g., Apple’s iOS) institutes a governance policy to explicitly require “optins” by users before an app can collect specific types of personal data, then this will almost inevitably lead to a
reduction in the overall amount of data collected by apps. Consequently, some ad-supported apps will lose some
level of ad revenue and, at the limit, become unprofitable. Yet, assuming the opt-ins help solve an information
symmetry problem, this reordering of the app market, e.g., some developers exiting and others moving to a paid
model, would be efficient and would improve overall market welfare.
144. Nat’l Soc’y of Pro. Eng’rs v. United States, 435 U.S. 679, 695 (1978).
145. See, e.g., Katz, supra note 14, at 707 (“There is no general theorem that states that competitive firms
offer higher quality products than do monopolists, or that monopolies undersupply quality.”).
146. See A. Michael Spence, Monopoly, Quality, and Regulation, 6 BELL J. ECON. 417, 417 (1975)
(examining the impact of monopolists’ actions on the supply of product quality).
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based on the marginal cost of that unit and the marginal value that the marginal
consumer places on that unit of quality.147 There is no a priori reason to assume
that the marginal consumer places a higher or lower value on additional units of
quality than inframarginal consumers, which means that the monopolist is just
as likely to provide too much as too little quality.148 To the extent that we view
privacy as a dimension of quality, the result carries through—there is no a priori
reason to assume that competition is more likely to result in better privacy
protection than monopoly.149
The relationship between competition and the provision of privacy
becomes even more complex when we consider that the firms relevant to this
discussion are not traditional providers of goods or services, but rather are often
multisided digital platforms. With high fixed costs and a marginal cost of serving
an additional user approaching zero, charging users the standard monopoly price
above marginal cost may result in a loss. A way out of this trap is to bring in as
many users as possible by providing the service for free, and to sell access to
these users’ attention to advertisers.150 Not surprisingly, we see many digital
platforms adopting some form of this business model.151
Assuming the nominal price to access the platform is zero, what drives user
demand? We can focus on three factors: (1) the number of other users;
(2) features/innovation (such as, the speed of the site and the ease to which users
can watch and post videos); and (3) privacy.152 All three factors have a positive
relationship with user demand.153 First, the number of other users increases value
to the extent that direct network effects are important, for example, for social

147. Id. at 420.
148. Id. at 425.
149. Indeed, to the extent that asymmetric information allows firms to fool consumers about the level of
privacy they are providing (or allow consumers to detect actual privacy levels with a lag), competition may
actually reduce incentives to provide high levels of privacy by reducing the returns to doing so. See, e.g., Rachel
E. Kranton, Competition and the Incentive to Produce High Quality, 70 ECONOMICA 385, 397 (2003) (examining
the history of competition-restricting guilds in Europe and the effect on quality). As discussed supra in Section
II.B., if consumers are rational, they will expect this behavior making it difficult for even an honest firm to
credibly commit to providing high quality.
150. Fresh Air: How Tech Companies Track Your Every Move and Put Your Data Up for Sale, NPR (Jul.
31, 2019, 1:29 PM), https://www.npr.org/2019/07/31/746878763/how-tech-companies-track-your-every-moveand-put-your-data-up-for-sale [perma.cc/D95W-NSE3] (transcribing interview with Geoffrey Fowler, who
documented how Amazon uses Alexa-derived data).
151. Id.
152. Additional factors include the availability and quality of substitutes and complements. Verizon
Commc’ns Inc. v. L. Offs. of Curtis V. Trinko, LLP, 540 U.S. 398, 407 (2004) (“The mere possession of
monopoly power, and the concomitant charging of monopoly prices, is not only not unlawful; it is an important
element of the free-market system.”).
153. Based on a review of various sources, when Facebook overtook MySpace in 2008, it was due to a
variety of reasons including better features, innovation, and infrastructure; facilitating communication amongst
“people you know” rather than a more outward focus towards “people you do not know;” Facebook’s superior
privacy controls; and missteps by MySpace including ownership by News Corp. beginning in 2005. See Jenny
Chung, How Facebook Won the Battle of the Social Networks, INNOSIGHT (Nov. 2010),
https://www.innosight.com/insight/how-facebook-won-the-battle-of-the-social-networks
[perma.cc/RKT536GG]; Adam Hartung, How Facebook Beat MySpace, FORBES (Jan. 14, 2011, 12:36 AM),
https://www.forbes.com/sites/adamhartung/2011/01/14/why-facebook-beat-myspace [perma.cc/7FZ5-CARB];
Gil Press, Why Facebook Triumphed Over All Other Social Networks, FORBES, (Apr. 8, 2018, 4:11 PM),
https://www.forbes.com/sites/gilpress/2018/04/08/why-facebook-triumphed-over-all-other-social-networks
[perma.cc/7H3D-YWT2].
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media and dating platforms.154 These direct network effects may be less
important for pure content delivery platforms, such as Google or Yahoo News,
but users nonetheless may benefit from indirect network effects, where product
quality improves with the number of users due to algorithmic improvements
(e.g., search results or content recommendations). Second, more features and
innovation increase demand for obvious reasons.155 Third, privacy drives greater
demand because, all else equal, if users can enjoy the features of a platform,
while providing less information about themselves, then the better for their
utility.156
Looking to the other side of an online platform, what non-price factors do
advertisers care about? They care about: (1) the number of users;
(2) features/innovation of ad delivery (speed, design, relevance); and (3) user
privacy.157 First, as the number of users increases, this increases advertiser
participation since having more users is akin to having more “foot traffic.”158
Second, having better platform features and innovation will increase advertiser
demand for the same reasons why higher quality increases demand for users.159
By contrast, user privacy levels have a negative relationship with advertiser
demand.160 As platforms collect less data about users, this gives less information
to advertisers to target users, which leads to less relevant and effective ads.161
The distinguishing aspect of a multisided platform is that at least one side
imposes an externality on the other.162 The platform stands in the middle, setting
prices for each side to mediate these externalities in a way maximize the surplus
created by the interactions.163 In the context of an ad-supported digital platform,
these externalities are easy to see.164 A platform is more valuable to advertisers
the more traffic it generates.165 Thus, all else constant, higher levels of privacy
are likely to drive more traffic, increasing the inventory available to advertisers.

154. Press, supra note 153.
155. United States v. Microsoft, 253 F.3d 34, 58–59 (2001).
156. See, e.g., FTC v. Facebook Complaint, supra note 6, ¶ 127 (“[S]trong focus on the protection of user
privacy would offer a distinctly valuable option for many users . . . .”).
157. Sangita Poddar et al., Online Platform Quality, Discount, and Advertising: A Theoretical Analysis, 34
IIMB MGMT. REV. 68, 72–77; see also Farrell, supra note 140 (examining the relationship between non-price
factors and user privacy).
158. Poddar et al., supra note 157, at 72–77
159. Id.
160. Cf. Catherine E. Tucker, The Economics of Advertising and Privacy, 30 INT’L J. INDUS. ORG. 326, 326
(2012) (examining the tradeoff between “the informativeness of advertising and the degree of privacy
intrusion”).
161. See sources cited supra note 133 and accompanying text.
162. David S. Evans & Michael D. Noel, The Analysis of Mergers that Involve Multisided Platform
Businesses, 4 J. COMPETITION L. & ECON. 663, 663–64 (2008).
163. See, e.g., David S. Evans, The Antitrust Economics of Multi-Sided Platform Markets, 20 YALE J. REG.
325, 357–58 (2003) (using the Department of Justice’s approach to credit cards to illustrate this principle in
mult-sided platform markets); John Koetsier, Alleged Global Google Privacy Leak: ‘GDPR Workaround’ Could
Incur $5.4B Fine, FORBES (Sept. 4, 2019, 3:21 PM), https://www.forbes.com/sites/johnkoetsier/2019/09/04/
alleged-global-google-privacy-leak-gdpr-workaround-could-incur-27b-fine
[perma.cc/8EC7-M9ND]
(discussing Google’s transfer of data to advertisers via its high-speed real-time bidding for digital ads (RTB
auctions)).
164. Explanation of Externalities on Digital Platforms, DIGIT. REGUL. PLATFORM (Aug. 28, 2020),
https://digitalregulation.org/explanation-of-externalities-on-digital-platforms [perma.cc/G6U5-8YLR].
165. Evans, supra note 163, at 335.
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Yet, at the same time, less data about a platform’s users decreases the value of
each advertising impression served. Further, higher levels of privacy can lead to
less data to provide benefits to at least some users in the form of more tailored
content and more relevant advertising. Clearly, a platform’s incentives to
provide privacy is mixed as it must take into account both intra-group (between
consumers with high and low values of privacy) and inter-group (between
consumers and advertisers) tradeoffs.166
Importantly, none of these competing incentives depend on the level of
competition that a platform faces.167 Whether a platform is a monopolist or is in
a highly competitive environment, the need to mediate the externalities that users
and advertisers exert on one another is ever present.168 The impact of the
competitive environment on incentives is similarly complicated. What little
theoretical work that exists in this space suggests that while a monopolist
platform may have incentives to undersupply privacy, a platform facing intense
competition from either the advertiser or user side may over supply privacy
compared to the social optimum.169 Further, given the cross-side externalities,
competition on the advertiser side of a platform will discipline incentives to
provide privacy even if the platform is dominant on the user side.170 What’s
more, the impact of competition on the supply of privacy also depends on the
strength of the cross-side externalities.171 This is not to say competition is
irrelevant, but rather that there is no clear relationship between competition and
a platform’s incentives to supply privacy.172
D.

Summary and Empirical Predictions

The analysis presented above suggests three necessary conditions for a link
to exist between the competitive environment and the level of privacy a firm
provides. First, competition must be germane to consumer choice. If privacy is
a minor consideration for consumers relative to other dimensions of quality,
firms will tend not to compete on this dimension. Second, even if privacy is
important to a large number of consumers relative to other product attributes,
they must be able to understand the privacy promises that firms are making. If it
is too costly for consumers to understand exactly what firms are promising to do
with information, then the ability for firms to compete on this dimension is
166. See, e.g., Jean-Charles Rochet & Jean Tirole, Platform Competition in Two-Sided Markets, 1 J. EUR.
ECON. ASS’N 990, 990 (2003) (“More generally, many if not most markets with network externalities are
characterized by the presence of two distinct sides whose ultimate benefit stems from interacting through a
common platform. Platform owners or sponsors in these industries must address the celebrated ‘chicken-andegg problem’ and be careful to ‘get both sides on board.’”).
167. Evans, supra note 118, at 57.
168. José Tomás Llanos, A Close Look on Privacy Protection as a Non-Price Parameter of Competition,
15 EUR. COMPETITION J. 225, 252 (2019).
169. See Philipp D. Dimakopoulos & Slobodan Sudaric, Privacy and Platform Competition, 61 INT’L J.
INDUS. ORG. 686, 701 (2018) (showing that, because users do not consider the externality their privacy choices
exert on the advertiser side, a policy that allows users to control their data is likely to arrive at too much privacy).
170. Id. at 702.
171. Id. at 707.
172. See Katz, supra note 14, at 711 (“It is an empirical question whether privacy is under- or over-provided
and whether, at least with respect to privacy, consumers would benefit from greater competition.”).
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severely constrained. Finally, consumers must be able to evaluate whether firms
adhere to their privacy promises. If consumers cannot monitor firms’ actual
collection and use of consumer information, it may be difficult for firms to
convince consumers that their privacy promises are credible, and not merely
“cheap talk” designed to garner market share. If one or more of these conditions
are absent, then we would not expect to see an empirical relationship between
market power and privacy, as the conditions for competition over this dimension
of quality simply are absent.
Theory also demonstrates that privacy creates competing incentives for
firms—particularly platforms—irrespective of the number of substitutes
available to consumers.173 Thus, even if the conditions necessary for competition
over privacy exist, one must control for the fact that reduced data collection and
use may reduce quality in other dimensions.174 To the extent that consumers
value those dimensions of quality that are negatively correlated with privacy
more than privacy itself, any empirical link between competition (conditional on
quality), will be further attenuated.175
III. EMPIRICAL ANALYSIS
In the next two sections, we use data on Android apps and websites to
examine the empirical relationship between privacy and market power, which
we proxy with market shares. We note that, even cabining the difficulties in
identifying relevant product markets (discussed in more detail below), the
relationship between market a firm’s market share and market power is at best
imperfect.176 Market power is the ability to profitably raise prices (in our setting,
reduce privacy) above (below) “competitive” levels, whereas market shares
measure the fraction of sales a firm makes in each market.177 These measures
are correlated in the first-order conditions of certain oligopoly models, but not
in a one-to-one manner.178 Importantly, the relationship between market shares
and market power also depends on the market-wide elasticity of demand and the

173. Evans, supra note 118, at 57.
174. Llanos, supra note 168, at 233.
175. If high levels of privacy are related to lower levels of quality in other, more important dimensions, all
else equal, firms with low levels of privacy would have higher market shares than firms with high levels of
privacy. This could lead one to mistakenly conclude that market power is negatively associated with privacy,
when in fact it is the higher quality on more important dimensions that is leading to higher market shares. Thus,
in any empirical relationship between privacy and market shares, it is important to condition on other dimensions
of quality.
176. See Louis Kaplow, On the Relevance of Market Power, 130 HARV. L. REV. 1304, 1398–99 (2017)
(“[M]arket share threshold tests do not even approximately convey some particular, legally requisite level of
market power and that the market share in a given case does not tell us the extant level of market power. . . . [I]n
many settings market shares are positively correlated with market power, it does not follow that they can in any
sense be understood as measures of market power.”).
177. Id. at 1399.
178. See, e.g., Kenneth S. Corts, Conduct Parameters and the Measurement of Market Power, 88 J.
ECONOMETRICS 227, 230 (1999) (discussing of how market share correlated in first-order condition to Bertrand
and Cournot oligopoly models).
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supply-elasticity of rivals.179 Nonetheless, our analysis is relevant to antitrust
analysis to the extent that market concentration is at least positively correlated
with market power in our setting.
Further, regardless of their shortcomings, courts and agencies still rely
heavily on market concentration metrics to proxy for market power in antitrust
analyses.180 Indeed, the current FTC chair has called for a return to a greater
reliance on structural measures in competition analysis, especially in the context
of online platforms.181 The role that market concentration played in the FTC’s
monopolization case against Facebook—which alleges reduced privacy as a
harm due to Facebook’s monopoly power—further illustrates the continuing
importance of market concentration metrics in antitrust.182 In dismissing the
FTC’s first complaint, the district court explained that plaintiffs can show
monopoly power directly, but because such proof is rare, they typically rely on
inferring monopoly power from “a firm’s possession of a dominant share of a
relevant market.”183 The FTC’s complaint originally was unsuccessful because
it failed sufficiently to allege a specific share in the “Personal Social Network”
market,184 and eventually succeeded when it remedied this flaw.185
We also want to acknowledge the long-recognized shortcomings of
empirical analysis that attempts to make causal inferences about competition
from the empirical relationship between industry structure—typically some
measure of concentration—and performance measures, such as markups or
price.186 In addition to well-known difficulties in accurately measuring
economic profits (or markups), structure-conduct-performance (SCP) analysis
is fraught with potential endogeneity issues.187 But more fundamentally, there is
no underlying model that links market concentration to price (or privacy, in our
context) in a causal manner: they are both simultaneously determined by
underlying cost and demand factors in the first-order conditions of oligopoly

179. Louis Kaplow & Carl Shapiro, Antitrust, in HANDBOOK OF LAW & ECONOMICS. 1073, 1091 (A.
Mitchell Polinsky & Steven Shavell eds., 2007) (explaining the association of market power and high market
shares “is highly misleading if the market elasticity of demand is ignored, and likewise if rivals’ elasticity of
supply is not considered.”).
180. See MERGER GUIDELINES, supra note 72; Kaplow, supra note 176, at 1397 (collecting cases and
commentary that set market share thresholds in both U.S. and E.U. competition law).
181. See Lina M. Khan, The Amazon Antitrust Paradox, 126 YALE L. J. 710, 744–46 (2017).
182. Fed. Trade Comm’n v. Facebook Inc., 581 F. Supp. 3d 34, 55 (D.D.C. 2022).
183. Fed. Trade Comm’n v. Facebook Inc., 560 F. Supp. 3d. 1, 12 (D.D.C. 2021) (quotation omitted).
184. Id. at 18 (“These allegations—which do not even provide an estimated actual figure or range for
Facebook’s market share at any point over the past ten years—ultimately fall short of plausibly establishing that
Facebook holds market power.”).
185. Facebook Inc., 581 F. Supp. 3d at 42.
186. For example, if firms can make fixed cost investments to reduce marginal costs or increase quality,
they will have higher markups in equilibrium, and higher market shares. Empirical analysis would reveal a
positive correlation between concentration and markups (or price), but here concentration and markups are
jointly determined by pro-consumer investments to reduce cost or improve quality. Thus, it is impossible to
distinguish the procompetitive from the anticompetitive explanations for the observed empirical relationship
without a more detailed specification. See, e.g., Steven Berry et al., Do Increasing Markups Matter? Lessons
from Empirical Industrial Organization, 33 J. ECON. PERSP. 44, 45 (2019) (for a critique of recent uses of these
methods).
187. Id. at 46–47.
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models.188 What is more, even when focusing on individual shares, rather than
market-wide metrics of concentration, there are still severe endogeneity
problems.189 The reason is because there are likely to be cost- and demandrelated unobservable variables that are correlated with both price and shares.190
Accordingly, without sufficient controls to purge endogeneity, the estimated
relationship between shares and privacy will be biased.191
Although much of our analysis is graphical or univariate, with these caveats
in mind, several facets of our regression-based analysis are designed to
ameliorate some of the pitfalls discussed above. First, by focusing on an
objective measurement of privacy that is consistently employed across apps and
websites from observable data, we avoid measurement issues that afflict SCP
analysis using price-cost markups as a dependent variable.192 Second, although
we do examine HHI in univariate analysis and include it as a control variable in
some of our regression analysis, our focus is on the relationship between app- or
website-specific privacy and app- or website-specific share data.193 Finally, our
estimation strategy addresses endogeneity concerns between price and market
shares directly in two ways. First, we control directly for cost and quality (in our
analysis of Android apps only, as we lack a quality control for website data) and
include category fixed effects, which should help ameliorate endogeneity arising
from potentially confounding impacts of cost and quality on both market shares
and privacy grades. Second, we also use instrumental variable techniques
designed to construct a version of market share that is exogenous to privacy
ratings.
Despite the measures we’ve taken, because our data lacks time series
variation and a natural experiment that exogenously changes market shares, we
caution against interpreting any of our results as causal. The empirical analysis
that follows should be viewed as an exploration into whether there is any
statistical relationship between privacy and market concentration in our two
datasets.
A.
1.

Android Apps

Overview of the Data

We used data on apps for the Android mobile operating system from
Privacy Grade, which is a dataset compiled in 2014-15 by a team of researchers

188. See Nathan Miller et al., On the Misuse of Regressions of Price on the HHI in Merger Review, J.
ANTITRUST ENF’T 248, 250–51 (2022) (“The underlying problem with regressions of price on the HHI is that
the relationship between price and the HHI is not causal. Instead, both are equilibrium outcomes that are
determined by demand, supply, and the factors that drive them.”).
189. Vishal Singh & Ting Zhu, Pricing and Market Concentration in Oligopoly Markets, 27 MKTG. SCI.
1020, 1020–21 (2008).
190. Id. at 1023–28.
191. Miller et al., supra note 188, at 6–7.
192. See Jonathan B. Baker & Daniel L. Rubinfeld, Empirical Methods in Antitrust Litigation: Review and
Critique, 1 AM. L. & ECON. REV. 386, 409–10 (1999) (describing the need to restrict parameters in an analysis
involving endogenous variables).
193. See Berry et al., supra note 186, at 46–48 (noting how the use of HHI may vary across industries).
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from Carnegie Mellon University.194 Privacy Grade assigns free Android apps a
grade (ranging from of A+ to D) based on their analysis of an app’s privacy
related behavior.195 Privacy Grade uses custom software to measure the sensitive
data an app accesses (and how it uses this data) by examining permissions and
third-party libraries.196 It also uses “crowdworkers” from Amazon’s Mechanical
Turk to measure consumer expectations of an app’s data collection practice—
for example, whether it is expected that Google Maps will access your phone’s
real-time geolocation versus a flashlight app.197 Privacy Grade then uses a model
to combine these static and crowd-sourced privacy metrics to assign a privacy
grade.198
Privacy Grade also collected additional data from the app store, including
the total number of user ratings.199 We use this data to compute “market shares”
based on the 48 app categories in the Google Play Store (e.g., “Social,”
“Communication,” “Sports & Fitness”), which we use as proxies for product
markets.200 Ideally, we would use data to see consumer substitution across apps
in response to changes in privacy to define product markets. However, this is
impossible given that we have access only to cross-sectional data. Nonetheless,
to the extent that consumers in the market for a specific type of app (e.g.,
navigation) are directed to the relevant Google Play’s category (e.g., “Maps and
Navigation”), these categories are likely to at least be correlated with consumer
substitution patterns.201 Thus, to the extent that Google’s categories incorporate
194. PRIVACYGRADE, http://privacygrade.org [perma.cc/XYS9-3Q5L] (last visited Sept. 23, 2022).
195. PRIVACYGRADE, http://privacygrade.org/faq [perma.cc/CFC9-YSX8] (last visited Sept. 23, 2022).
196. Id. This measure of privacy has been used in other studies. See Michael Kummer & Patrick Schulte,
When Private Information Settles the Bill: Money and Privacy in Google’s Market for Smartphone Applications,
65 MGMT. SCI. 3470, 3474–75 (2019) (analyzing the permissions requested by smartphone apps using data
provided by the Google Play Store).
197. PRIVACYGRADE, supra note 195.
198. Id.
199. JIALIU LIN ET AL., CARNEGIE MELLON UNIV., MODELING USERS’ MOBILE APP PRIVACY
PREFERENCES: RESTORING USABILITY IN A SEA OF PERMISSION SETTINGS 3 (2014), http://3.210.81.13/uploads/
publication/paper/149/modeling_users_mobile_app_privacy_preferences_restoring_usability_in_a_sea_of_per
mission_settings.pdf [perma.cc/SU7P-Z8ZE] (“We obtained the metadata of these apps, including the app name,
developer name, ratings, number of downloads, etc.”).
200. See Kesler et al., supra note 15, at 9 (showing that the number of ratings is commonly used to compute
app market shares). We note that using ratings rather than active users (which is unavailable publicly) at a given
time may overstate the share of older apps, to the extent that they were more popular in an earlier time period,
yet remain installed. Kesler et al. analyze the recommendations Google provides on an app’s site to define the
relevant market. Id. at 8. Because Privacy Grade did not collect this information when they scraped the Google
Play site, we are unable to employ this method. Google Play also includes the lower bound of the interval of the
total number of installations (Google does not provide the exact number of installations but instead provides a
range (e.g., 10,000 to 50,000)), which has been used to construct market shares in app markets. This measure is
highly correlated with the number of ratings (rho = .67), and analysis using this metric as a proxy for market
shares yields nearly identical results to the ones based on ratings. The decision to base our analysis on the number
of ratings was driven by the fact that the number of ratings is a continuous measure, and thus is amenable to
clean rankings. Because minimum installations are based on broad bins, cutoffs are arbitrary as many apps have
identical minimum installations at the lower end of a ranking needed to construct market shares.
201. We want to stress that we do not claim to define a relevant product market in an antitrust sense, which
would be based on actual consumer substitution patterns on a case-by-case basis. A relevant product market is a
legal and economic construct designed to delineate the competitive boundaries of a particular area of commerce,
so that courts can assess the competitive effects of a specific disputed practice. See United States v. E. I. Du Pont
De Nemours & Co., 351 U.S. 377, 395 (1956) (defining a product market as “commodities reasonably
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apps that (a) have similar content and (b) are attracting a similar audience, they
at least offer an exogenously generated basis to gain an empirical understanding
of the relationship between privacy and market concentration.202 Our final full
dataset comprises 860,208 useable observations.
Table 1
Summary Privacy & Concentration Statistics (Full Sample)
Variable
Privacy Grade
Market Share
HHI

Mean
Min
Full Sample
3.80
1
.0003
0
432
67

Max
4.5
.541
3002

Mean

Min
Top 25
3.51
1
.0691
.005
1296
572

Max
4.5
.646
4277

Table 1 provides average privacy grades (converted to a numerical value
between 1 (lowest) and 4.5 (highest)), across our sample, as well as average
market shares and HHIs measured by the total number of ratings for the full
sample.203 Overall, the Android app market is very unconcentrated, with an
average market share of less than one percent under either metric. Similarly, the
average category HHI is 432, which is far below the 1,500 threshold for
“moderate concentration” in the Horizontal Merger Guidelines; although, some
markets are much more concentrated.204 Figure 1 shows the (log) distribution
of shares. The reference line at -4.605 (which corresponds to a one percent share)
shows that nearly the entire mass of the distribution has shares well below one
percent.205

interchangeable by consumers for the same purposes”); Brown Shoe Co. v. United States, 370 U.S. 294, 321
(1962) (noting that Congress has not adopted any particular test for measuring a relevant market). See generally
Jonathan B. Baker, Market Definition: An Analytical Overview, 74 ANTITRUST L.J. 129, 132–38 (2007)
(providing a review of various economic approaches to delineate relevant markets). There is some research to
suggest that substitution patterns indicate markets are broader than Google Play categories. See Kohei
Kawaguchi et al., Merger Analysis in the App Economy: An Empirical Model of Ad-Sponsored Media 32–33
(HKUST CEP, Working Paper No. 2021-03, 2021) (finding that Google Play categories are generally not useful
as antitrust markets because of consumers’ ability to substitute applications from other categories to accomplish
the same purpose), https://cep.hkust.edu.hk/sites/cep.prod01.ust.hk/files/publications_media/full_paper/
WP%202021-03.pdf [perma.cc/FNZ2-BGGS].
202. Kawaguchi et al., supra note 201, at 32–33.
203. Market shares are calculated by combining shares from apps within the same category from a common
developer. For example, Instagram’s shares are combined with Facebook’s and treated as one app within the
“Social” category.
204. MERGER GUIDELINES, supra note 72, § 5.3.
205. The distribution of the ratings-based market shares is nearly identical.
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FIGURE 1
DISTRIBUTION OF LOG MARKET SHARES

Leaving aside issues with using categories as product markets, shares
surely understate the level of concentration among relevant competitors: the
1,000th-ranked app in the “Social” category is unlikely to compete with
Instagram.206 In an effort to create a more plausible universe of competitors, we
reconstructed market shares based on only the top twenty-five apps (ranked by
the number of ratings) in each category. Although the sample size falls
dramatically, we believe that this narrower measure provides a more realistic
proxy for product market concentration in the analysis that follows. Further, by
limiting our analysis to the top apps, our empirical results will not be influenced
by variation in apps with economically meaningless market shares. The last three
columns of Table 1 provide summary statistics for these new measures. Market
shares now range from less than one percent to around sixty-five percent,
centered at seven percent. Average HHI has more than doubled to 1,296.

206. The category with the lowest number of competitors (“Game-Music”) has 641 apps, whereas the
largest category (“Entertainment”) has 85,125 apps.
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FIGURE 2
AVERAGE PRIVACY GRADES BY APP CATEGORY

Figures 2 to 4 show average privacy grades, market share, and HHI by
category, respectively. One thing immediately stands out: that there is little
variation in average privacy grades across categories, and that all categories have
relatively high average grades—none are below three.207 While the highest rated
category of apps, “Personalization,” has a near perfect average privacy grade,
even the lowest rated category, “Brain,” is only about half a letter grade lower.
“Social,” “Education,” and “Medical” apps have average privacy scores above
the median, whereas “Sports,” “Travel & Local,” and “Sports & Fitness” are all
at the bottom half of the distribution. At the same time, these category averages
mask substantial variation in grades within categories, which is important
because in the regression analysis that follows, parameter estimates will be
formed based on within-category variation in grades. For example, privacy
grades range from 0 to 4 within each category.

207. It could be possible that the relative homogeneity in privacy grades is a byproduct of app store policies
that set minimum levels of privacy. Although Google Play store reviews apps for malware and other potentially
harmful features and requires certain privacy and data security disclosures, it does not appear that it provides
standards with respect to the collection and use of consumer data, and sharing with third parties, which are the
types of actions that affect privacy grades.
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AVERAGE SHARE BY CATEGORY

FIGURE 4
HHIS BY CATEGORY
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Relationship Between Privacy and Market Concentration

Having provided an overview of the data, we next examine the empirical
relationship between privacy grades and market concentration, our proxy for
market power. Figure 5 shows the distribution of privacy grades for apps above
and below a thirty percent market share threshold, chosen as a conservative
measure of the minimum share necessary to trigger antitrust concern.208 If app
developers exercise market power by reducing privacy, we would expect to see
distributions of grades shifted further to the left for apps with high market shares.
Yet, the data do not appear to show any major differences in distributions.
Although the density of low market share apps has more mass at the highest
grade, the density of the distribution around high privacy grades is slightly larger
for apps with market shares greater than thirty percent. Further, the average
privacy grade for apps with at least thirty percent market share is slightly higher
(3.51 versus 3.48); although, the difference is statistically insignificant.
FIGURE 5
DISTRIBUTION OF PRIVACY GRADES BY MARKET POWER

3.48

3.51

Figure 6 examines the distribution of privacy grades around a 60 percent
market share threshold, which proxies for the lower bound to find monopoly
power under the U.S. antitrust laws.209 There are only two firms in the sample
208. See Epic Games, Inc. v. Apple Inc., 559 F. Supp. 3d 898, 989–90 (N.D. Cal. 2021) (holding that
Apple’s approximately 30% share of the global gaming market was sufficient for Apple to have market power).
209. Id. at 1029 (“The threshold of market share for finding a prima facie case of monopoly power is
generally no less than 65% market share.”).
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with such high market shares, but as seen in Figure 6, they each have a privacy
grade of 4, although this difference is not statistically significant given the small
sample size of large-share apps.
FIGURE 6
DISTRIBUTION OF PRIVACY GRADES BY MONOPOLY POWER

3.48

4.0

Figures 7 and 8 compare the distribution of privacy grades based on
whether the HHI is above or below a threshold level of market concentration,
examining whether, regardless of individual market shares, firms in more
concentrated markets provide lower levels of privacy. Figure 7 uses a threshold
HHI of 1,500, which is the Horizontal Merger Guidelines’ threshold for a market
to be considered “moderately” concentrated.210 Figure 8 uses a threshold of
3,600, which is the minimum HHI for a market that contains a firm with at least
sixty percent market share, and is well above the 2,500 threshold for a market to
be considered “highly” concentrated under the Horizontal Merger Guidelines.211

210.
211.

MERGER GUIDELINES, supra note 72, § 5.3.
Id.
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FIGURE 7
DISTRIBUTION OF PRIVACY GRADES BY HHIS

3.49

3.45

FIGURE 8
DISTRIBUTION OF PRIVACY GRADES BY HHIS

3.49

3.43
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As with market shares, high and low HHI distributions are very similar,
with mass skewed heavily to the right around the average privacy grade for the
sample. While the average privacy grade for less concentrated markets is slightly
lower than more concentrated markets, there is no statistically significant
difference in sample averages. Taken together, these distributional graphs do not
appear to suggest a systematic relationship between the distribution of privacy
grades and market concentration.
Although the visual evidence and univariate statistics presented are not
consistent with a hypothesis that app developers with high market shares offer
lower levels of user privacy, there could be confounding variables that prevent
the true relationship from being seen. For example, app quality or type may be
correlated both with privacy and market share in a way that obscures a negative
relationship. Further, if privacy plays the same role as price for zero-priced apps,
then market shares and privacy grade are jointly determined in equilibrium.
In an attempt to better identify any relationship between privacy and
market power, Table 2 presents results from ordinary least squares (OLS) and
instrumental variable (IV) regressions of an app’s privacy grade on its market
share and various controls for quality (its Google Play Rating and the version of
the app) and market concentration (an indicator equal to one if the HHI is greater
than 1,500).212 All specifications also include category fixed effects to capture
any unobserved variation in privacy that is specific to a category of app.

212. Because HHI does not vary for apps within a category, it is highly collinear with the fixed effects.
Constructing an indicator ameliorates this problem significantly. Results using an ordered probit model, which
treats the privacy grade categories as ordered category outcomes, produces nearly identical results.
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TABLE 2
ANDROID APP PRIVACY GRADES
OLS & IV REGRESSIONS
(1)

(2)

(3)

(4)

OLS
Log Share

0.0163
(0.0414)

HHI ≥ 1500

0.0187
(0.0429)

(6)

IV
0.0217
(0.0403)

0.118
(0.231)

-0.0302
(0.0721)

HHI ≥ 3600

(5)

0.168
(0.329)

0.220
(0.429)

-0.176
(0.324)
-0.269
(0.511)

-0.0341
(0.0598)

Rating

-0.266**
(0.117)

-0.267**
(0.118)

-0.267**
(0.117)

Version

-0.0132
(0.0195)
1172
0.01

-0.0132
(0.0195)
1172
0.01

-0.0133
(0.0195)
1172
0.01

-0.321*
(0.174)

-0.346*
(0.215)

-0.360
(0.233)

-0.0170
-0.0183
-0.0197
(0.0203)
(0.0212)
(0.0223)
N
1172
1172
1172
R2
0.001
0.001
.001
First Stage F
15.8
50.5
60.1
Notes: Privacy Grade is the dependent variable. Market Shares and HHIs are calculated
based on the number of ratings. Category fixed effects are included in each regression. Robust
standard errors clustered at category level are in parentheses. Log Share for IV regressions is
constructed from the first stage regression of Log Share on the #DEV and the remaining
exogenous variables. Robust standard errors clustered at the category level are in parentheses.
as * p < 0.10, ** p < 0.05, *** p < 0.010.

The left panel of Table 2 presents OLS results. Consistent with the
distributional figures, the results do not suggest a statistically significant
relationship between market shares and privacy grades.213 The estimated
coefficients on market share are positive and statistically insignificant. Although
the parameter estimate for HHI > 1500 is negative, with standard errors almost
twice as large as its point estimate; although, it is never statistically
distinguishable from zero.214
Although the OLS regressions include fixed effects and direct controls for
app quality, to further address potential endogeneity issues, the right panel of

213. We note that our results contrast with Kesler et al., who find a generally robust and positive
relationship between market shares and the presence of potentially problematic permissions. Kesler et al., supra
note 15, at 24. Two factors may be driving the difference with our results. First, we employ different
measurements of privacy. Second, we use different approaches to market definition. Kesler et al. use Play Store
recommendations to define product markets for apps, which results in a different distribution of concentration.
This results in their estimates being formed largely from variation in permissions across apps that would have
very small market shares under our approach to market definition.
214. This regression model has 80% power to detect effect sizes (measured by Cohen’s f2) as small as
.0065, and 99% power to detect effect sizes as small as .015.
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Table 2 presents results from IV regressions.215 Under this procedure, we
perform a first-stage regression designed to construct a version of Log Share that
includes only exogenous variation. Specifically, we use the total number of apps
available by the same app developer (#DEV) as an instrument to construct a
prediction of market share. Because app developers often reuse similar code, we
expect developers with more apps to enjoy lower costs and higher quality, thus
providing an exogenous shift in the share of an app unrelated to its privacy
grade.216
The results of the IV regressions show basically the same story as in the
OLS regressions. There is still no statistically significant relationship between
market share and privacy, and the estimated coefficient on HHI remains negative
and statistically indistinguishable from zero. The F-statistics from the first-stage
regressions are both over ten, indicating that #DEV is a sufficiently strong
instrument for market shares in the second-stage regression.
One persistent finding is a negative and (mostly) statistically significant
relationship between the Play Rating and the privacy grade. Conditional on
measures of market power and other app-specific controls, users appear to find
apps that are more privacy invasive also offer higher quality. This finding
suggests a tradeoff between privacy and functionality; the apps that use the most
personal data are also the ones that consumers appear to enjoy the most. The
source of this negative relationship could be direct—app developers use the data
to make the app function better—or indirect—app developers increase their
revenue by collecting and sharing additional user data, and then reinvest the
proceeds into product development. There is no way to disentangle these (nonmutually exclusive) theories. Finally, there is no statistically significant
relationship between privacy grade and an app’s version.217

215. When an independent variable (in this case Market Share) is correlated with the error term, then OLS
is no longer an unbiased and consistent estimator. Two-stage least squares is a regression method that addresses
this potential endogeneity by developing an instrument (in the first-stage) to be used in the second-stage, which
is when the dependent variable (in this case Privacy Grade) is regressed on the independent variables including
the instrument. The goal is to develop an instrument that is uncorrelated with the error but correlated with the
original independent variable. See, e.g., Joshua D. Angrist & Guido W. Imbens, Two-Stage Least Squares
Estimation of Average Causal Effects in Models with Variable Treatment Intensity, 90 J. AM. STAT. ASS’N 431,
441 (1995) (detailing statistical formulas that can determine which variables are casually significant).
216. See Anindya Ghose & Sang Pil Han, Estimating Demand for Mobile Applications in the New
Economy, 60 MGMT. SCI. 1470, 1479 (2014) (testing consumer app-downloading behavior based upon observed
app characteristics such as number of apps per developer). More technically, the identifying assumption is that
#DEV is (1) correlated with market share and (2) uncorrelated (conditional on the remaining exogenous
variables) with privacy rating. If conditions (1) and (2) hold, our first-stage proxy for market share will contain
sufficient variation and be unrelated to the error term in the main privacy grade equation, ensuring an unbiased
estimate of the relationship between market share and privacy grades. These conditions appear to hold: the firststage regression coefficients of both market share measures and #Dev are both statistically significant at the 1
percent level, while the correlation between Privacy Grade and #Dev equals -0.09.
217. In other specifications (not reported), we included an interaction between market shares and a dummy
variable equal to 1 if the market HHI is greater than 1,500 to examine whether the relationship between privacy
and market shares is different in more concentrated industries. As with the results reported in Table 2, there is
no statistically significant relationship between shares and privacy, and there is a negative and significant
relationship between privacy and play ratings. The main estimated HHI coefficient and the interaction with
shares are both positive and statistically significant when shares are measured by ratings, suggesting that market
share may be positively correlated with higher levels of privacy in more concentrated markets.
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* * *
In sum, none of the empirical evidence suggests a statistical relationship
between market power—proxied by market share—and privacy. The only
consistent result is that between app quality and privacy: users seem to prefer
apps that have lower privacy grades, which is consistent with apps using user
data—either directly or via enhanced monetization—to provide a better
product.218 In the next section, we examine this same relationship for websites
rather than apps.
B.
1.

Websites

Overview of the Data

As with our analysis of apps, our outcome variable for our website analysis
is an externally created privacy grade. We collected privacy ratings data on
websites from DuckDuckGo’s (DDG) Privacy Grade, which rates websites on
an A to F scale when users visit a website.219 Through a browser extension, the
grade is scored automatically based on how many tracker networks were found
on the site; the severity of these tracker networks; the prevalence of hidden
tracker networks; encryption availability; whether the site is a tracker itself; and
website privacy practices.220 Further, DDG has partnered with Terms of Service
Didn’t Read, which is a user rights initiative that aims to analyze and grade the
terms of service and privacy policies of websites.221
We grouped websites based on Similarweb categorizations to construct
proxies for product markets.222 Like our analysis of app data, these “markets”
are not based on observed consumer use patterns, but nonetheless are likely to
at least be correlated with substitution patterns, as they are derived from an
external measure of similarity based on criteria such as content tags and website
self-identification.223 Accordingly, they should serve the purpose of our
218. Mark Loranger, How Apps Can Use Data to Enhance the User Experience, FORBES (Aug. 2, 2017,
7:00 AM), https://www.forbes.com/sites/forbestechcouncil/2017/08/02/how-apps-can-use-data-to-enhance-theuser-experience [perma.cc/QG4L-J68G]; see Data Monetization: A Complete Guide, TALEND,
https://www.talend.com/resources/data-monetization [perma.cc/P592-95ZR] (last visited Sept. 25, 2022)
(discussing reasons for data monetization).
219. See Protecting Your Personal Data Has Never Been This Easy, DUCKDUCKGO (Jan. 23, 2018),
https://spreadprivacy.com/privacy-simplified [perma.cc/F3MC-CT7E] (describing privacy grade system).
220. Id.; How Does the DuckDuckGo App/Extension Protect My Privacy?, DUCKDUCKGO,
https://spreadprivacy.com/how-does-the-duckduckgo-app-extension-protect-my-privacy
[perma.cc/7WFL8U4M] (last visited Sept. 25, 2022). We used the following numeric scale for the privacy grades: 4.0 = A, 3.5
= B+, 3.0 = B, 2.5 = C+, 2.0 = C, 1.5 = D+, 1.0 = D, 0 = F. The privacy grades were collected from DuckDuckGo
in May 2021.
221. Salman Ravoof, DuckDuckGo Review: The Privacy-Focused Search Engine, KINSTA (Mar. 16, 2022),
https://kinsta.com/blog/duckduckgo-privacy [perma.cc/B85H-F25B]; see also TERMS SERV. DIDN’T READ,
https://tosdr.org/en/frontpage [perma.cc/FF9F-JJGX] (last visited Sept. 25, 2022) (database of website privacy
ratings).
222. See All Categories, SIMILARWEB, https://www.similarweb.com/category [perma.cc/R4S3-8VXN]
(last visited Sept. 25, 2022) (listing categories).
223. See
Industry
Category,
SIMILARWEB,
https://support.similarweb.com/hc/en-us/articles/
360000810469-Category [perma.cc/7BZ4-QHCG] (last visited Sept. 25, 2022) (“The Similarweb categorization
engine assigns each website to an industry category (also referred to as Industry). This industry assignment is
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analysis, which is to examine the relationship between privacy ratings and
market shares of sites that users would reasonably consider to be substitutes
(even distant ones) for a particular activity or type of content they are seeking.
We examined thirty-seven categories across a range of different types of
content,224 and limited the sample to the top twenty-four sites within each
category.225 Within these putative markets, we used Similarweb traffic data to
calculate shares.226 Specifically, we computed market shares from “monthly
visits,” which Similarweb defines as “the sum of all visits (non-unique, desktop
and mobile) per month.”227 We aggregate shares for commonly-owned websites
within markets.228 Table 3 show summary statistics for the sample.

Variable

TABLE 3
WEBSITE SUMMARY STATISTICS
Mean
Std. Dev.
Min

Max

Privacy Grade
HHI
Market Share

1.39
1982
0.046

4
6700
0.815

0.715
1733
0.087

1
43
.0003

What immediately stands out is the low average privacy grade across
categories: the average grade is around a D+, and the modal grade is D. Average
market shares are quite low, but this average masks a lot of heterogeneity across
sites, as seen with an average HHI of 1,982, and maximum shares and HHIs of
6,700 and eighty-one percent, respectively. Figures 9 to 11 below illustrate some
of the variation across categories in these metrics.
First, Figure 9 shows average privacy grades across categories. “Search,”
“File Sharing,” and “Addictions” have the highest average privacy grades, with
“Health,” “News,” and “Apparel” sites having the lowest. As with apps, there is
relatively little variation in privacy grades across sites.
based on the website’s content tags, similarity scores, and a learning set of millions of websites with verified
category assignments.”).
224. Id. Similarweb has 24 primary-categories (e.g., “Sports”) and numerous sub-categories within those
primary-categories (e.g., “Sports-Golf”); although, many of Similarweb’s sub-categories have broad similarities
(e.g., “Hobbies and Leisure-Models” and “Hobbies and Leisure-Crafts”). Id. Our set of 37 categories covers 19
of the 24 Similarweb primary-categories (the excluded primary-categories are Adult, Heavy Industry &
Engineering, Law & Government, Pets & Animals, and Vehicles). Our categories almost always go down to
the Similarweb sub-category level, e.g., “Health-Mental Health,” apart from “Sports” and “News and Media”
(which does not have a sub-category).
225. We excluded .gov and .edu sites—as these are not commercial organizations; consequently, almost
all the observations have .com, .net, or .org—with a few exceptions. We also dropped sites with a foreign URL
(e.g., “.co.uk” or “.co.jp”). Relatedly, we dropped a few sites that did not have a DuckDuckGo privacy grade
(which was highly correlated with having a foreign URL).
226. See How We Measure the Digital World, SIMILARWEB, https://www.similarweb.com/corp/ourdata
[perma.cc/QQ8D-JAM5] (“We extrapolate the tens of billions of digital signals gathered each day into an ultra
high-resolution picture of everything happening online. Fueled by AI algorithms perfected by a team of over
200 top data scientists and 50 PhDs.”).
227. The monthly traffic data are for June 2021.
228. For example, SiriusXM controls both the SiriusXM and Pandora sites, News Corp controls the Wall
Street Journal and New York Post sites, and Expedia Group controls Hotels.com, Travelocity.com, VRBO.com,
and Expedia.com.
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FIGURE 9
AVERAGE PRIVACY GRADE BY WEBSITE CATEGORY

Figure 10 illustrates the large variation in the size of the different markets,
with “Social Network,” “Streaming,” and “News” sites receiving hundreds of
millions more monthly views than long-tail categories, such as “Price
Comparison,” “Addictions,” and “Betting.” Overall, there are several notable
observations. First, there is no easily discernable pattern relating privacy grades
with market share or concentration. Second, the modal grade is a D, with some
categories, such as “News” having all sites scoring a grade of 1.0.229 Thus,
generally speaking, most sites have relatively poor privacy grades.230 If firms
cannot credibly signal high levels of privacy or consumers generally do not care
about marginal differences in privacy, then all sites will tend to track and collect
more and more data.231

229. These low scores for news sites have also caught the attention of others. See Timothy Libert, This
Article is Spying on You, N.Y. TIMES (Sept. 18, 2019), https://www.nytimes.com/2019/09/18/opinion/dataprivacy-tracking.html [perma.cc/H86Y-L382] (“The same news organizations that do a great job of reporting
privacy problems—have privacy problems.”). The same pattern appears to be true in Europe as well. See Shan
Wang, European News Sites are Among the Worst Offenders When It Comes to Third-Party Cookies and
Content, NIEMAN JOURNALISM LAB (May 14, 2018, 7:01 PM), https://www.niemanlab.org/2018/05/europeannews-sites-are-among-the-worst-offenders-when-it-comes-to-third-party-cookies-and-content
[perma.cc/M3FM-PVNC] (discussing issue of third-party cookies on news sites).
230. Farrell, supra note 21, at 258 (“Notoriously, privacy policies are often poorly disclosed, seldom
read, and seldom understood . . .”).
231. Id.
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FIGURE 10
AVERAGE MONTHLY TRAFFIC BY WEBSITE CATEGORY

Figure 11 shows that the average share of website viewers within markets
is relatively low, and fairly constant across markets. Sites within the “Romance”
and “Real Estate” markets have the highest average shares, but these are only
just over six percent, which is only about two percentage points higher than
almost all of the remaining markets. However, as seen in Figure 12, these market
averages mask a great deal of intra-market variation in shares: more than a third
of the markets have an HHI greater than 1,500, with the most concentrated
markets being “Price Compare,” “Streaming,” “Reference,” and “Search.”
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AVERAGE MARKET SHARE BY WEBSITE CATEGORY

FIGURE 12
HHI BY WEBSITE CATEGORY
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Relationship Between Privacy and Market Concentration

In this section, we examine the relationship between privacy grades and
market concentration using the same approach used to assess apps from infra
Section III.A. First, we examine the distribution of privacy grades by the share
of individual firms and by market concentration. Figure 13 shows the
distribution of privacy grades for sites with shares that reach a lower bound for
“market power” under current antitrust doctrine (shares > 30%). If there were a
positive relationship between market share and privacy, one would expect the
distribution of privacy grades for sites with relatively low market shares to have
more mass toward higher grades than sites with lower market or monopoly
power. However, no such pattern emerges in the distributions, which are nearly
identical (1.40 versus 1.41). That is, privacy grades for sites with shares greater
than and less than thirty percent are statistically identical. Figure 14 shows the
distribution of privacy grades for the five sites that have at least 60 percent
market share, which can be considered a lower bound threshold for monopoly
power under US antitrust laws.232 These large sites actually have a higher
average privacy grade than those sites with less than sixty percent share (1.65
versus 1.40); although, this difference is not statistically significant given the
small sample size of large firms.
FIGURE 13
DISTRIBUTION OF PRIVACY GRADES BY MARKET POWER

1.40

1.41

232. See United States v. Aluminum Co. of Am., 148 F.2d 416, 424 (2d Cir. 1945) (Hand, J.) (“[Ninety
percent] is enough to constitute a monopoly; it is doubtful whether sixty or sixty-four percent would be enough;
and certainly thirty-three per cent is not.”); see generally Robert H. Lande, Beware Buyer Power, 27 LEGAL
TIMES 1, 2 (2004) (discussing monopoly power).
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FIGURE 14
DISTRIBUTION OF PRIVACY GRADES BY MONOPOLY POWER

1.40

1.65

Figures 15 and 16 examine the relationship between market concentration
and privacy grades. Figure 15 compares the distribution of privacy grades for
firms in moderately concentrated (HHI ≥ 1,500) and unconcentrated (HHI <
1,500) markets. Privacy grades are higher in more highly concentrated markets
(1.52 versus 1.31)—a difference that is statistically significant. A similar pattern
is shown in Figure 16, which examines the distribution of privacy grades for
firms in markets with HHI ≥ 3,600, which would be the minimum HHI for a
market with a firm that has a market share of 60 percent. Again, privacy grades
are statistically significantly higher in more concentrated markets (1.57 versus
1.35).
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FIGURE 15
DISTRIBUTION OF PRIVACY GRADES BY HHI (1500)

1.31

1.52

FIGURE 16
DISTRIBUTION OF PRIVACY GRADES BY HHI (3600)

1.35

1.57
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Although the visual evidence and the univariate results shown above do not
suggest any statistical relationship between privacy grades and market
concentration or market share, as with the app market data, there could be
confounding variables masking a relationship. As with apps, we run an OLS
regression with a website’s DuckDuckGo privacy grade as the dependent
variable on the website’s market share and market concentration (HHIs greater
than 1,500 and 3,600 thresholds).233 To control for supply-side factors, we also
include the total number of websites the corporate owner of the website operates
(NWebsites) and category fixed effects. Unlike our regression analysis for
Android apps, we lack an explicit control for website quality. Accordingly, the
extent to which website quality is correlated with both market concentration and
privacy levels will bias our parameter estimates on share.234 Results are shown
in the left panel of Table 4.
TABLE 4
WEB SITE REGRESSIONS
Log Share
HHI ≥ 1500
HHI ≥ 3600

(1)
OLS
-0.024
(0.0205)

(2)
IV
-0.024
(0.0225)

(3)

(4)

(5)

(6)

-0.024
(0.0225)

-0.045
(0.0446)

-0.045
(0.0446)

-0.045
(0.0446)

0.114**
(0.0588)

0.0657
(0.128)
0.114**
(0.0588)

0.0657
(0.128)

NWebsites

-0.00448 -0.00448 -0.00448
(0.0129)
(0.0129)
(0.0129)
N
778
778
778
778
778
778
R2
0.20
0.20
0.20
0.20
0.20
0.20
First Stage F
29.7
1800.2
29.7
Notes: Dependent variable is DDG Privacy Grade; all regressions include category fixed
effects; standard errors clustered at the category level in parentheses; ** p<0.05.

The point estimate on LogShare (-.024) is the same for each specification,
and statistically insignificant.235 There is a positive and statistically significant
relationship between market concentration and privacy, suggesting that a onepoint increase in HHI is associated with a .11 increase in DDG Privacy Grades.
There does not appear to be any statistically significant relationship between the
number of websites the owner operates and its privacy grade.
233. Because our data are only cross sectional, the HHI does not vary within categories and is highly
collinear with category fixed effects. Regressions without fixed effects that include the HHI yield nearly identical
results.
234. We note, however, that if privacy grades and website quality are negatively related—as was the case
for apps—and quality and market shares are positively related, exclusion of a direct control for quality should
bias the coefficient on market shares in a negative direction.
235. This model has 80% power to detect effect sizes (measured by Cohen’s f2) as small as .01, and 99%
power to detect effect sizes as small as .024.
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The right panel of Table 2 provides IV estimates, which we employ to
address the likely endogeneity of LogShare arising from the fact that if we treat
Privacy Grade as a price, both Privacy Grade and Market Share are jointly
determined in equilibrium. We use NWebsites as an instrument for a website’s
market share because NWebsites is plausibly correlated with market share236—
if efficiency is related to scale, more websites may be related to larger market
shares—and the results above suggest that it is (conditionally) unrelated to
privacy grades. The estimated coefficient on LogShare is about twice as large as
the OLS estimates but has a much larger standard error, and again suggests no
statistically significant relationship with privacy grade. The estimated
relationships with market concentration (HHI≥ 1500 and HHI≥ 3600) is still
positive, but has been cut in half and is statistically insignificant.237
As with the app data, there is little evidence that websites with larger
market shares impose worse privacy terms on consumers. There are no
observable patterns in the data, and both univariate and multivariate analysis
find no statistically significant relationship between market concentration and
privacy grades. Taken as a whole, the data do not suggest a systematic link
between a website’s market power (as proxied with market share) or market
concentration and privacy.
IV. DISCUSSION
There are theoretical reasons to be skeptical that firms exert market power
by imposing lower levels of privacy on consumers, but ultimately the
relationship between market power and privacy is an empirical question.
Although our proxies for market power are imperfect—we lack a natural
experiment and the type of time-series variation that would allow us to identify
causal impacts—our empirical results shed important light on this question. We
find little to suggest a statistical association between market shares or market
concentration and lower levels of privacy for Android apps and websites.
Importantly, the robust negative relationship between user ratings and
privacy grades for Android apps is consistent with firms using consumer data to
create better products, whether through direct customization or pouring
additional advertising revenue into product development.238 This finding
supports the notion that collecting and using more consumer information and
charging a higher price are not equivalent—the former is an input into a
production process that creates value for consumers, while the latter is merely
extraction. If consumers value these other dimensions of quality that are giving

236. See Anthony Spadafora, Who Owns the Most Domains on the Web? It’s Not Who You Might Think,
TECH RADAR (Jan. 10, 2020), https://www.techradar.com/news/these-companies-own-the-most-domains-onthe-web [perma.cc/Y2BT-G4AA] (discussing number of domains operated by companies and corresponding
numbers of page visits).
237. That the F-statistics are well over 10, and the estimated coefficients on NWebsites are statistically
significant in the first-stage regression suggest that NWebsites is a sufficient instrument.
238. Max Freedman, How Businesses are Collecting Data (and What They’re Doing With It), BUS. NEWS
DAILY (Aug. 25, 2022), https://www.businessnewsdaily.com/10625-businesses-collecting-data.html
[perma.cc/E34C-DP7Q].
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rise to higher user ratings more than they value privacy, it would be rational for
firms to focus their competitive efforts on these dimensions rather than privacy,
further undermining any link between competition and privacy.239 That is, a
highly competitive market can be completely consistent with low levels of
privacy if increasing privacy results in lower quality in dimensions that are more
salient to consumer choice.
As an analogy, consider the tradeoffs that consumers face when purchasing
an automobile. Automakers compete on various quality dimensions including
fuel efficiency, crash protection, and other safety features.240 While almost all
consumers value greater levels of safety and greater fuel efficiency, a choice
must be made trading off these two dimensions—at least to some degree. Some
consumers opt for larger, safer vehicles at the expense of greater fuel efficiency
while others do the opposite.241 Observing a market dominated by large gasguzzlers is not evidence of a lack of competition, only that consumers value
safety more than fuel efficiency.
Of course, it could be case that consumers do not understand the trade that
they are making. For example, certain app features that derive from data
collection and use (either directly or indirectly) may be salient, while the privacy
costs used to generate these benefits are obscured. Perhaps in a fully informed
world, consumers may be less willing to make the observed trade, which would
result in a smaller (in absolute value terms) coefficient on quality in Table 2.
Yet, the central point remains: in this scenario, asymmetric information, not a
lack of competition, is to blame for inefficiently low levels of privacy.
While there certainly is no shortage of reports concerning dominant
platforms engaging in questionable privacy practices,242 our analysis suggests
that the same is equally likely to be true for mobile apps and websites with
miniscule market shares. That is, lack of competition—whether real or
imagined—is not likely to be the culprit, which means that antitrust makes a
particularly poor tool to improve privacy. Our analysis leads us to conclude that
whatever else they may accomplish, there is little reason to believe that the
recent spate of antitrust cases against large platforms, such as Google and

239. Note, that this implication from our results holds regardless of whether consumers are aware of firms’
privacy-quality tradeoffs. See supra notes 115, 117 and accompany text.
240. Gloria Helfand & Ann Wolverton, Evaluating the Consumer Response to Fuel Economy: A Review of
the
Literature
(Nat’l
Ctr.
For
Env’t Econ., Working
Paper
No.
09-04, 2009),
https://www.epa.gov/sites/default/files/2014-12/documents/evaluating_the_consumer_response_to_fuel_
economy.pdf [perma.cc/92TY-KPXQ]; see Wann Yih Wu et al., Applying Conjoint Analysis to Evaluate
Consumer Preferences Toward Subcompact Cars, 41 EXPERT SYS. WITH APPLICATIONS 2782, 2782 (2014)
(discussing various traits considered when making vehicle purchase decisions).
241. Wu et al., supra note 240, at 2782.
242. See, e.g., David McCabe, How Frustration Over TikTok Has Mounted in Washington, N.Y. TIMES
(Aug.
15,
2022)
https://www.nytimes.com/2022/08/14/technology/tiktok-china-washington.html
[perma.cc/HPQ3-XRAR] (discussing bipartisan pressure to probe TikTok’s data collection practices); Natasha
Singer, What You Don’t Know About How Facebook Uses Your Data, N.Y. TIMES (Apr. 11, 2018)
https://www.nytimes.com/2018/04/11/technology/facebook-privacy-hearings.html [perma.cc/3AWT-X4D7]
(discussing Facebook’s data collection practices).
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Facebook, if successful, will lead to increased levels of privacy protections.243
Similarly, to the extent that the recent flurry of legislative proposals to rein in
big tech are aimed at improving privacy, our results suggest that they are likely
to miss their mark.244
Although we do not find a systematic relationship between privacy and
market concentration, we do not mean to rule out the possibility that, in a specific
case, conduct could involve a reduction in competition over privacy that is
harmful to consumers. Yet, in light of the theory and the empirical evidence we
have presented, we believe that the burden should be high before any case is
premised on the notion that the accretion of market or monopoly power is likely
to result in a reduction of privacy for consumers.
First, as a threshold matter, courts do not pass judgment on monopolists’
unilaterally determined price and quality levels: merely charging a high price,
or otherwise exercising lawfully acquired monopoly power is not actionable.245
Thus, any theory resting only on a dominant platform collecting “too much data”
should fail as a matter of law.246 Instead, a plaintiff must be able to point to
conduct—whether joint or unilateral—that harms consumers via a reduction in
privacy that was caused by a reduction in competition.247
With respect to horizontal conduct outside of the per se realm (e.g., a naked
agreement among competitors to set privacy levels), agencies and courts must
carefully assess the competitive impact of any combination that results in
increased data collection. For example, any challenge to a merger between two
digital platforms based on its privacy impact should be grounded firmly in data
showing privacy to be an important dimension of competition between them—
that is, an analysis demonstrating that changes in privacy actually caused
significant consumer substitution between firms.
Further, agencies and courts must be careful to distinguish between
mergers that represent repositioning versus those that actually lead to lower
privacy due to a lack of competition. Consider a merger between two ad243. Importantly, while there is little evidence of a systematic relationship between market power and
privacy, there may be individual instances of poor privacy quality. E.g., Dina Srinivasan, The Antitrust Case
Against Facebook: A Monopolist’s Journey Towards Persuasive Surveillance in Spite of Consumers’ Preference
for Privacy, 16 BERKELEY BUS. L. J. 39 (2019). The larger point is that there is no basis to a priori hold the
position that firms with high shares exercise market power through lower levels of privacy.
244. See also MAJORITY STAFF HOUSE REPORT, supra note 11, at 18 (suggesting that privacy quality has
deteriorated as in “the absence of genuine competitive threats”); e.g., Mattioli & Tracy, supra note 6 (“If the
bills become law . . . they could substantially alter the most richly valued companies in America and reshape an
industry that has extended its impact into nearly every facet of work and life.”).
245. Verizon Commc’ns Inc. v. L. Offs. of Curtis V. Trinko, LLP, 540 U.S. 398, 407 (2004) (“The mere
possession of monopoly power, and the concomitant charging of monopoly prices, is not only not unlawful; it
is an important element of the free-market system.”).
246. For example, although Stucke does not point to conduct by digital platforms, he suggests that harms
related to data collection—“looking beyond the ‘free’ price”—lead to the identification of several “significant
potential antitrust harms.” Stucke, supra note 13, at 285; see also id. at 287 (arguing that “the collection of too
much data can be the equivalent of charging an excessive price”); id. at 285–86 (“A data-oploist . . . has the
incentive to reduce its privacy protections below competitive levels and collect personal data above competitive
levels.”); id. at 294 (“[T]he personal data collected may be worth far more than the cost of providing the ‘free’
service.”).
247. See United States v. Microsoft, 253 F.3d 34, 58–59 (2001) (finding that in unilateral conduct plaintiffs
must show first harm to “the competitive process” and that that caused harm to consumers).
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supported platforms. Platform A employs user data to serve IBA on its site,
while Platform B collects no user data, relying only on contextual ads to
monetize its platform. After the merger, the combined entity—A+B—collects
and employs user data to serve IBA to its visitors. Because our results suggest
that platforms collecting and using more data also provide higher quality
products, this transaction is best viewed as one that repositions Platform B in
horizontal product space, rather than a degradation of platform B’s quality. True,
Platform B’s customers who had a strong preference for privacy may be worse
off, but others who prefer the fruits of data monetization to privacy are better
off.248
With respect to unilateral conduct, in addition to proving monopoly power
in a relevant market, a plaintiff must prove that a dominant platform engaged in
conduct that “harm[ed] the competitive process and thereby harm[ed]
consumers.”249 As explained above, monopoly power plus poor privacy
protections is not enough—there needs to be a mechanism through which
reduced competition degraded privacy. The FTC’s case against Facebook, for
example, passes the conduct hurdle, alleging that past acquisitions and refusals
to grant rivals access to its data helped Facebook maintain its dominance in the
personal social network market.250 Where we would argue that the FTC
stumbled was with respect to the plausibility of FTC’s allegations that the
conduct reduced levels of privacy.251 Given our findings, it does not follow
automatically that, even assuming this conduct helped Facebook accrete and
maintain its monopoly power, Facebook plausibly exercised this power to
provide lower levels of privacy. What’s more, even if the FTC could plausibly
link Facebook’s conduct to lower levels of privacy, given the concomitant
benefits that are inexorably linked to monetization of consumer data, it does not
automatically follow that consumers necessarily suffered injury. Thus, without
more specific allegations on (1) the causal link between conduct and degraded
privacy, and (2) the lack of benefits from increased data collection, pleadings
that merely assert a causal link between market power and privacy reductions
should not survive the Twombly-Iqbal plausibility standard.252
Although our analysis fails to find evidence of a systematic relationship
between concentration and privacy, it does not tell us why there is a lack of
evidence. As detailed in Part II, this conundrum is at the heart of the privacy
paradox: do we observe consumers relative indifference to privacy in markets

248. Note, that our argument does not rest on consumers making an informed choice to provide personal
information in return for higher quality online content—it may well be that that with full information, consumers
would make a different calculation. But this again, shows how the root problem of any excessive data collection
is due to asymmetric information, not a lack of competition. See generally Akerlof, supra note 111 (discussing
the impact of informational asymmetry on the behaviors of consumers).
249. United States v. Microsoft, 253 F.3d 34, 58–59 (2001).
250. See FTC v. Facebook FAC, supra note 76, ¶ 7 (describing Facebook’s anticompetitive practices in the
context of recent litigation).
251. Id. at ¶ 221 (“Without meaningful competition, Facebook has been able to provide lower levels of
service quality on privacy and data protection than it would have to provide in a competitive market.”); id. at ¶
127 (alleging that prior to its acquisition by Facebook, WhatsApp “embraced privacy-focused offerings and
design”).
252. See cases cited supra note 30.
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because of rational utility-maximizing behavior, or because of informational
problems? To the extent that our results are driven by the latter explanation, it
suggests a role for consumer protection in helping foster competition over
privacy. For example, if information asymmetries, and difficulties in assessing
future costs and benefits make it impossible for firms to credibly commit to
consumers that they will be good stewards of their data, robust FTC enforcement
of privacy promises would seem to be a necessary predicate to competition over
privacy. Thus, although increased antitrust enforcement appears unlikely to have
any impact on privacy, the converse may not be true: to the extent that
informational problems are preventing markets for privacy from emerging,
active privacy enforcement could help. In this way, privacy regulation and
competition policy might be complementary, but only in one direction.253
At the same time, while consumer protection enforcement aimed at
requiring firms to keep their promises or privacy regulation designed to make
data practices more transparent, may facilitate competition over privacy, in other
contexts, privacy regulation and competition may work at cross-purposes.254
Take, for example, the recent monopolization case against Google led by the
Texas Attorney General that centers around Google’s ad tech business.255 One
set of allegations concerns Google blocking the ability of publishers to share
user identification data with third-party ad exchanges.256 At the same time,
Google has faced allegations that sharing this data with third parties has violated
the GDPR,257 and California privacy laws.258 Similarly, Google’s announced
movement away from third-party cookies was seen as a win for privacy, but led
to an investigation by the UK’s Competition Market Authority(CMA) for its
potential impact on rivals in the ad tech space.259 The result was a commitment
by Google to not proceed without consultation and collaboration with the CMA,
and that it would not take actions that would provide itself an advantage in the
digital advertising space.260 Not only has conduct aimed at improving privacy
been attacked as anticompetitive, but platforms have also leaned on consumer
privacy as justification for allegedly anticompetitive conduct in antitrust suits.261
The most recent example is Apple relying on consumer privacy and security to

253. See generally Douglas, supra note 14 (suggesting that antitrust and privacy law can have separate
clashing legal doctrines).
254. See id. at 647, 664–68 (analyzing cases to illustrate issues with accounting for privacy in antitrust
context).
255. Google Antitrust Litig. Complaint, supra note 10, ¶ 1.
256. Id. ¶¶ 135–152. These claims were dismissed in the transferred case. See In re Google Digital Advert.
Antitrust Litig., No. 21-cv-6841, 2022 WL 4226932, at *24 (S.D.N.Y. Sept. 13, 2022) (“[T]he Complaint does
not plausibly allege that Google's refusal to share unencrypted user IDs amounted to anticompetitive conduct.”).
257. See Koetsier, supra note 163 (discussing Google’s potential violation of European privacy laws).
258. See Class Action Complaint ¶¶ 39–46, Hewitt v. Google LLC, No. 5:21-cv-02155 (N.D. Cal. filed
Mar. 26, 2021) (alleging that Google has violated its terms of service agreement with users by selling user
information to third parties and that these terms provide that California law governs).
259. COMPETITION & MARKETS AUTH., supra note 34.
260. See COMPETITION & MARKETS AUTH., NOTICE OF INTENT TO ACCEPT COMMITMENTS OFFERED BY
GOOGLE IN RELATION TO ITS PRIVACY SANDBOX PROPOSALS: Case Number 50972 (2021),
https://assets.publishing.service.gov.uk/media/60c21e54d3bf7f4bcc0652cd/Notice_of_intention_to_accept_bin
ding_commitments_offered_by_Google_publication.pdf [perma.cc/G6QG-XELF].
261. See Douglas, supra note 14, at 664–68 (discussing antirust cases with privacy justifications).
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justify its alleged anticompetitive app-store restrictions in Epic Games v.
Apple.262
In sum, regulators have it backwards: rather than fostering privacy,
antitrust applied to data-driven digital markets is, at best, unlikely to have any
impact on privacy, and it may make things worse.
CONCLUSION
It has become conventional wisdom that privacy is the price we pay for
access to online digital services.263 The obvious corollary to this wisdom is that
dominant online platforms exercise their market power by offering their users
lower levels of privacy than they would in a competitive market.264 Indeed,
incidents like Cambridge Analytica seem to prove the point.265 But, those who
see dominance as a root cause of privacy problems are in many ways guilty of
the same fallacy as the proverbial drunk who looks for his keys under the
lamppost. Dominant platforms are illuminated—their privacy practices are
under a microscope, subject to intense examination by academics,266 the press,267
and Congress.268 Their missteps are front-page news.269 By looking only at the
firms in the spotlight, it is not surprising that some see antitrust as a cure for
privacy problems.270 Yet, upon closer inspection, any relationship between
market power and privacy is premised on assumptions that do not seem likely to
hold in most cases—a theoretical result that is buttressed by our preliminary
empirical evidence. Only when everything is illuminated, does it become clear
that the world is more complicated than it first appears.

262. Epic Games v. Apple, Inc., 559 F. Supp. 3d 898, 922–23 (N.D. Cal. 2021).
263. E.g., Danny Kibel, Is Security the Price we Pay for Ease of Use? What Companies Can Learn from
Zoom’s Privacy Dilemma, FORBES (Aug. 20, 2020, 7:50 AM), https://www.forbes.com/sites/forbestechcouncil/
2020/08/20/is-security-the-price-we-pay-for-ease-of-use-what-companies-can-learn-from-zooms-privacydilemma [perma.cc/8MM6-F28P] (proposing we trade privacy for convenience).
264. E.g., Competition and Data, PRIVACY INT’L, https://privacyinternational.org/learn/competition-anddata [perma.cc/7Q86-USZ4] (last visited Sept. 25, 2022) (“These [dominant] companies are able to impose terms
and conditions that exploit our data and violate our freedoms”).
265. Cf. David C. Vladeck, Facebook, Cambridge Analytica, and Regulator’s Dilemma: Clueless or
Venal?, HARV. L. REV. BLOG (Apr. 4, 2018), https://blog.harvardlawreview.org/facebook-cambridge-analyticaand-the-regulators-dilemma-clueless-or-venal [perma.cc/KJ3K-5N9H] (“I didn’t think that Facebook fell into
the ‘venal’ category when the FTC first investigated the company eight years ago. . . . But Facebook’s enabling
of the Cambridge Analytica campaign suggests that I may have been wrong.”).
266. See, e.g., SHOSHANA ZUBOFF, THE AGE OF SURVEILLANCE CAPITALISM: THE FIGHT FOR A HUMAN
FUTURE AT THE NEW FRONTIER OF POWER 54–59 (2019) (detailing the last decade’s intense examination of
companies, such as Google, Apple, and Facebook).
267. See generally SHEERA FRENKEL & CECILIA KANG, AN UGLY TRUTH: INSIDE FACEBOOK’S BATTLE FOR
DOMINATION (2021) (highlighting the complex court politics, alliances and rivalries within the Facebook and
commenting on the fatal cracks in the architecture of the tech behemoth).
268. Tony Romm, Amazon, Apple, Facebook and Google Grilled on Capitol Hill Over Their Market
Power, WASH. POST (July 29, 2020, 6:55 PM), https://www.washingtonpost.com/technology/2020/07/29/applegoogle-facebook-amazon-congress-hearing [perma.cc/87FM-2S76] (detailing Congressional hearings).
269. Id.
270. E.g., PRIVACY INT’L, supra note 264; supra notes 5–6 and accompanying text.

